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TECHNICAL BULLETIN

Setting up NetBIOS filters for DI-106 & DI-300 routers.

Introduction
There may be instances when you notice your router is dialling out when there is no apparent traffic on the
WAN. This is because there can be protocols running that are not routable. The following filter sets can be
configured to prevent the NetBIOS/NetBEUI utilising the ISDN channels.

Configuration
The following filter setup will remove traffic from these ports. Please configure the two filter sets that have 6
and 2 rules respectively based on the following packets in Service Management Terminal (SMT) Menu 21.

Filter Set 1:
Rule 1-Destination port number 137 with protocol number 6 (TCP)
Rule 2-Destination port number 137 with protocol number 17 (UDP)
Rule 3-Destination port number 138 with protocol number 6 (TCP)
Rule 4-Destination port number 138 with protocol number 17 (UDP)
Rule 5-Destination port number 139 with protocol number 6 (TCP)
Rule 6-Destination port number 139 with protocol number 17 (UDP)

Filter Set 2:
Rule 1-Source port number 137, Destination port number 53 with protocol number 6 (TCP)
Rule 2-Source port number 137, Destination port number 53 with protocol number 17 (UDP)

Before starting to set the filter rules, please enter a name for each filter set in the ‘Comments’ field first.
Configure the first filter set ‘NetBIOS#1’ by selecting the Filter Set number 1.



Copyright D-Link Europe Technical Support
All trademarks acknowledged

Page 2

Rule 1-Destination port number 137 with protocol number 6 (TCP)

Repeat “IP Protocol” and “Port # = “ for all the other filters.

Rule 2-Destination port number 137 with protocol number 17 (UDP)

Rule 3-Destination port number 138 with protocol number 6 (TCP)
Rule 4-Destination port number 138 with protocol number 17 (UDP)
Rule 5-Destination port number 139 with protocol number 6 (TCP)
Rule 6-Destination port number 139 with protocol number 17 (UDP)
Note for rule 6 Action not matched is “Forward”

After the first filter set is finished, you will get the complete rules summary as below.
Menu 21.1 - Filter Rules Summary
- - ---- ------------------------------------------------------------ - - -
1 Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=137 N D N
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2 Y IP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=137 N D N
3 Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=138 N D N
4 Y IP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=138 N D N
5 Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=139 N D N
6 Y IP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=139 N D F

Please apply this first filter set ‘NetBIOS#1’ in the Menu 11 for the remote node in the ‘Call Filter Sets=’ field to
take active.

Press ENTER to Confirm or ESC to Cancel:

Configure the second filter set ‘NetBIOS#2’ by selecting the Filter Set number 2.
Rule 1-Source port number 137, Destination port number 53 with protocol number 6 (TCP)
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Rule 2-Source port number 137, Destination port number 53 with protocol number 17 (UDP)

Menu 21.2 - Filter Rules Summary
- - ---- ------------------------------------------------------------------------------ - - -
1 Y IP Pr=6, SA=0.0.0.0, SP=137, DA=0.0.0.0, DP=53 N D N
2 Y IP Pr=17, SA=0.0.0.0, SP=137, DA=0.0.0.0, DP=53 N D F

After the first filter set is finished, you will get the complete rules summary as below.
Please apply this second filter set ‘NetBIOS#2’ in the Menu 3.1 (General Ethernet Setup) in ‘Input Filter Sets =’
field for blocking the packets from LAN interface.

Menu 3.1 – General Ethernet Setup


