DFL-800

Guide for att anvdnda publika IP adresser pd DMZ zonen

For att anvdnda publika IP adresser pd andra interface &n WAN1 och WAN2 s3 maste
man anvanda nagot som heter ProxyARP, det innebar att man ARP publicerar ett nit eller
en IP adress pa ett av interfacen, i detta fall WAN1.

I detta exempel kommer vi att konfigurera brandvdggen sa att man kan ansluta via
Remote Desktop till en terminalserver med publik IP adress p&@ DMZ interfacet.

I exemplet anvander vi foljande adresser:

IP nit pd WAN1 sidan 192.168.101.0/24

IP adress pa WANL1 interface 192.168.101.198

Default GW p3 WAN1 interface 192.168.101.1 (ISP s router interface)

IP nit pd DMZ sidan 172.17.100.0/24

IP adress pa DMZ interface 172.17.100.254

IP adress pa terminalserver som placeras pd DMZ nétet: 192.168.101.199

e Gain pa Routing och Main Routing Table
e Valj Add \ Route.
e Valj dmz som interface och skriv in din IP-adress eller ett IP-spann som Network
e Som Local IP Address satts din Default GW. (man kan utelamna detta om man
. e o o . .
istdllet satter DMZ IP-adressen som Gateway pa sin terminal server)
" Réute
General [ Proxy ARP 7 Monitor
47 General B
" Aroute defineswhat interface and gateway to use in orderto reach a specified network.
Interface: dmz s
Hetuark: 192,168,101,199
G ateway: [Mane] 3
Local IP Address: 192.1628.101.1 Ev3
Metric: o
# ] Comments Ej

Comments:

Gancel

Valj fliken Proxy Arp
Valj ditt wan1l interface



|~ Route

General ! Proxy ARP T Monitor

#7 Proxy ARP 5

Interface to ARF publish the added route on

HAailable Selectad
wan? wani
dmz Er
lan

<<|
I_ Always select ALL interfaces, including new ones.

Gancel

® Den nya routen ser ut enligt nedan

|~ Main Routing Table

| “* The main routing table of the system.
[ Add -
#¥ Type ¥ Interface ¥ Network = Gateway ¥ Locallp = Metric = ROUt.e Cornments ¥

Manitar =

o " Route B8 dmz d 192162101199 ¥ 1921681011 0 Mo
1 Route B8 wanl :i g 100 o E)v:r:r::ilroute for network "wanlnet" over intarface
o . Route 8 vanl .3 all-nets d wanl_defaultgw_ip 100 Mo Default route over interface "wanl",
3 Foute BB wanz :3 e 100 Mo E)v:‘;er::;"ruute for netwaork "wanZnet" over interface
4 [ Route W A :a s 100 Mo E)cl‘:;?':lroute for network "drnznet" over interface
5 P [% lan ::} lannet 100 No Dl;r:ct route for network "lannet" cver interface

(£ Right-click on a row for further options.

e GOr en ny IP Rule som slépper in trafik till terminalservern
e Kilart!

§ IP Rules

% g IP Rules are uzed to filter IP-based netwark traffic. In addition, they provide means for address translation aswell az Sener Load Balancing

O adde
4 Mamew Action ¥ Source Interface Zource Metwork ¥ Dastinstion Interface ¥ Destination Matwark Saruice ¥
0§ lan_to_wani

1 8 ring_fu Allaw W lan o lannat o ore o lan_ip # ping-inbound
2 § Allow_RDP_ta_DMz allaw - any all-nets - ey 4 192168101199 8 rde

(L) Right-dlick an a row for further options



