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Chapter 1. I ntroducti on

D-Link Services Routey offerasecure, high performance networking solution to address
the growing needs of small and medilmsinesses. Integrated higlpeed IEEE 802.11n

and 3G wireless technologies offer comparable performance to traditional wired
networks, but with fewer limitations. Optimal network security is provided via features
such as virtual private network (VPN) tuals, IP Security IPseg, Pointto-Point
Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP), and Secure Sockets
Layer (SSL). Empower your road warriors with clientless remote access anywhere and
anytime using SSL VPN tunnels.

With the D-Link Sewices Routelyou are able t@xperiencea diverse set of benefits:
1 Comprehensive Management Capabilities

The DSR-500, DSR-500N, DSR-1000 and DSR1000N include duaWAN
Gigabit Ethernet which provides polidyased service management ensuring
maximum produdvity for your business operations. The failover feature
maintains data traffic without disconnecting when a landline connection is lost.
The Outbound Load Balancing feature adjusts outgoing traffic across two WAN
interfaces and optimizes the system pemnfance resulting in high availability.
The solution supports configuring a port as a dedicabddZ port allowing you

to isolate servers from your LAN.

@ DSR-150/150N250/250N producsthavea single WAN interface, and thusdoes not
support Auto Failover andoad Balancing scenarios.

I Superior Wireless Performance

Designed to deliver superior wireless performance, the 388N and DSR

1000N include 802.11 a/b/g/support allowing for operation on either the 2.4

GHz or 5 GHz radio bands. Multiple In Multipleu® (MIMO) technology allows

the DSR500N and DSRLOOON to provide high data rat
spotso throughout the wireless coverage art

@ DSR-150N,DSR-250N and DSR500N supporthe 2.4GHz radio band only.

1 Flexible Deployment Options

The DSR1000 / 100N supports Third Generation (3G) Networks via an
extendable USB 3G dongle. This 3G network capability offers an additional
secure data connection for networks that provide critical services. The DSR
1000N can be configured to automatically switcha®G network whenever a
physical link is lost.

1 Robust VPN features

A fully featured virtual private network (VPN) provides your mobile workers and
branch offices with a secure link to your netwofkhe DSR-150/150N250/250N,
DSR-500/500N and DSR-1000/1000N are capable of simultaneously managing

5, 5,10, 20Secure Sockets Layer (SSL) VPN tunnels respectively, empowering
your mobile users by providing remote access to a central corporate database.
Site-to-site VPN tunnels use IP SecurityiPceqd Protocd, Pointto-Point
Tunneling Protocol (PPTP), or Layer 2 Tunneling Protocol (L2TP) to facilitate

11
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1.1

1.2

branch office connectivity through encrypted virtual linRhhe DSR-150/150N,
DSR-250/250N, DSR500/500N and DSRLO00/1000N support0, 25, 35 and 75
simultaneas IPsec VPN tunnels respectively

1 Efficient D-Link Green Technology

As a concerned member of the global communityl.ibk is devoted to providing
ecofriendly products. BLink Green Wi-Fi and D-Link Green Ethernet save
power and prevent waste. ThelbDnk Green WLAN scheduler reduces wireless
power automatically during ofpeak hours. Likewise the-Dink Green Ethernet
program adjusts power usage based on the detected cable length and link status.
In addition, compliance with RoHS (Restriction of Hazard@ushstances) and
WEEE (Waste Electrical and Electronic Equipment) directives makkeirk

Green certified devices the environmentally responsible choice.

@ Support for the3G wireless WANUSB dongleis only available for DSRLO00
and DSR1000N

About this User Manual

This document is digh level manuako allow newD-Link Services Routeusers to
configure connectivity, setup VPN tunnels, establish firewall rules and perform general
administrative tasksTypical deployment and use case scenarios are deschibedch
section.For more detailed setup instructions and explanations of each configuration
parameter, refer to the online help that can be accessed from each page in the router
GUI.

Typographical Conventions

The following is a list of the various term&llowed by an example of how that term
is represented in this document:

M Product Namé D-Link Services Router

o Model numberdDSR-500500N/1000/1000M250/250N150/150N

1 GUI Menu Path/GUI Navigatioii Monitoring > Router Status

1 Important note @

12



Chapter 2. Conf i g¥oungNe:t woAN Setup

It is assumed that the user has a machine for management conb@¢hed AN to the router.The LAN
connection may be through thveired Ethernet pord available on the routeror once the initial setup is
complete,the DSRmay also be m@aged through its wirelesaterfaceas it is bridged with the LAN
Access t hgraphicalwsemterdase(GUI) for managemenby using any web browsesuch as
Microsoft Intemet Exploer or Mozilla Firefox

1 Gotohttp://192.168.10.1( def aul t | P addr es smanagemeniogirssgreemy t h e
1 Default login credentials for the management GUI:
1 Usernameadmin

1 Passwordadmin

@Ifthe routerds LAN | P addlP addsress imdhe navigadion dhar of tl eu s e
browser to access the roufes manage ment Ul

2.1 LAN Configuration

Network > LAN > LAN Settings

By default, the router functions as a Dynamic Host Configuration Protocol (DHCP) server to the hosts

on theWLAN or LAN network. With DHCP,PCsand other LAN devices can be assigri®daddresses

as well as addresses for DNS servers, Windows Internet Name Service (WINS) servers, and the default
gateway.With the DHCP serverenabledt he router 6s | P addressfosldM ves a
and WLAN clients The PCs in the LAN aresaigned IP addresses from a pool of addresses specified

in this procedure. Each pool address is tested before it is assigned to avoid duplicate addresses on the
LAN.

For most applications the default DHCP and TCP/IP settings are satisfatftgiou want another PC

on your network to be the DHCP server or if you are manually configuring the network settings of all
ofyourPCss et t he DHCP .DldGPeelay can lerused te forward DHCP lease information
from another LAN devi BHCP sehvart thisg is patticularly nsetulwiar wikefe ss
clients.

Instead of using a DNS server, you can use a Windows Internet Naming Service (WINS) server. A
WINS server is the equivalent of a DNS server but uses the NetBIOS protocol to resolve hostnames.
The router includes the WINS server IP address in the DHCP configuration when acknowledging a
DHCP request from a DHCP client.

You can also enable DNS proxXgr the LAN. Whenthis is enabled the router then as a proxy for all
DNS requests and communicates t h t he | SP&ds DNS servers. When di
the DNS IP addresses of the ISP.

To configureLAN Connectivity, please follow the steps below:

1. Inthe LAN Setupage enter the followingnformationfor your router:

1 IP address (factorgefault: 192.168.0.1).
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@ If you change the IP addressd click Save Settingghe GUI will not respond. Open a ne\’
connection to the new IP address and log in again. Be sure the LAN host (the machine 1 sed to
manage the router) has obtained IP address fmemly assigned podlor has a static IP addres s
in the rout e bé&fe abcadsingstheboutertvip changed IP address.

1 Subnet maskfactory default; 255.255.255.0).
2. Inthe DHCP section, selettte DHCP mode

T None: the router 60 dedDHIRERAN er ver i s disab

1 DHCP ServerWith this optionthe router assigns an IP address within the specified range
plus additional specified information to any LAMevice that requests DHCPserved
addresses

1 DHCP Relay: With this option enabled, DHCP clients on theN can receive IP address
leases and corresponding information from a DHCP server on a different s@pestfy the
Relay Gateway, and when LAN clients make a DHCP request it will be passed along to the

server accessible via the Relay Gateway IP address
1 If DHCP is being enabled, enter the following DHCP server parameters:

1 Starting andEnding IP AddressesEnter the first and lastontinuous addresses in the IP
address pool. Any new DHCP client joining the LAN is assigned an IP address in this range.
The defalt starting address is 192.168.20 The default ending address is 192.1®&38100.
These addresses should be in the same Nd& addr
may wish to save part of treubnet range for devices with staticallysegmed IP addresses in
the LAN.

1 Primary and SecondarmNS servers:If configured domain name system (DNS) servars
available on the LAN enter thelP addresses here.

T Default Gateway: By def aul t t his setting ha
customized to any valid I P within the LAN sut
is not this router. In this case the DHCP server will give the configured IP address as the
Default Gateway to its DHCP clients.

T Domain Name: This is the network domaname used for identification.

1 WINS Server (optional)Enter the IP address for the WINS server or, if present in your
network, the WindowdNetBIOSserver.

i Lease Time: Enter the time, mours for which IP addresses are leased to clients.

1 Relay GatewayEnter the gateway address. This is the only configuration parameter required
in this section when DHCP Relay is selected as its DHCP mode

3. Inthe DNS Host Name Mappirsgcton:

14



Unified Services Router User Manual

1 Host Name: Provide a valid host name

9 IP address: Provide the IP address of hlost name,
4. Inthe LAN proxy section:

1 Enable DNS Proxy: To enable the router to act as a proxy for all DNS requests and

communicate with the | SP6s DNS server s, click

5. Click Save Settings to apply all changes

15
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Figure 1. Setup page for LAN TCP/IP settings @)

B Network 2 £* Maintenance

Metwork » LAN » LAN Settings o 0

The LAM Configuration page allows you to configure the LAM interface of the router including default behaviour for ping on LAMN interfaces, the
DHCP Server which runs on it and Changes here affect all devices connected to the router's LAN switch and also wireless LAN clients. Note that a
change to the LAM IP address will require all LAM hosts to be in the same subnet and use the new address to access this GUI.

Figure 2: Setup page for LAN TCP/IP settings(b)

LAN Settings

LAN Ping

Allow Ping from LAN ﬂ:]

IP Address Setup
IP Address [192.168.10.1 |

Subnet Mask

255.255.255.0 |

DHCP Setup
DHCP Mode [ DHCP Server v
Starting IP Address [192.168.10.100 |
Ending IP Address [192.168.10.254 |
Default Gateway [192.168.10.1 |
Domain Name |DLink |

Lease Time [Ranee: 1 - 262800] Hours
-

Configure DMS / WINS

DNS Host Name Mapping

LAN Proxy

Activate DNS Proxy ﬂ:]
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2.1.1 LAN DHCP Reserved IPs

Network > LAN > LAN DHCP ReservedPs

The route® DHCP server can assign TCP/IP configurations to computers in the LAN explicitly by
adding client's network interface hardware address and the IP address to be assigned to that client in
DHCP server's database. Whenever DHCP server receives a requestlignm ltardware address of

that client is compared with the hardware address list present in the database, if an IP address is already
assigned to that computer or device in the database , the customized IP address is configured otherwise

an |IP address is assigned to the client automatically from the DHCP pool.

Computer Name: The user defined name for the LAN host.
IP Addresses The LAN IP address of a host that is reserved by the DHCP server.

MAC Addresses The MAC address that will be assigned the rged IP address when it is on the
LAN.

Associate with IP/MAC Binding: When the user enables this option the Computer Name, IP and MAC

addresses are associated with the IP/MAC binding.

The actions that can be taken on list of reserved IP addresses are:

Sdect: Selects all the reserved IP addresses in the list.

Edit: Opens the LAN DHCP Reserved IP Configuration page to edit the selected binding rule.
Delete Deletes the selected IP address reservation(s)

Add: Opens the LAN DHCP Reserved IP Configuration page to add a new binding rule.

17
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Figure 3: LAN DHCP Reserved IPs

¥, Wizard | SystemSearch.. O

(3 Status - e B Network Py £ Security £¥* Maintenance

Metwork » LAN » LAMNDHCP Reserved IPs @ @

LAM DHCP Reserved IPs List

Shulelenmes [Right click on record to get more options] | a, |

Host Name < | MAC Address @ | IP Address &
Mo data available in table

Showing 0 to 0 of 0 entries | First || | Previous || Mext , || Last ,|

Add New DHCP Reserved |IP

LAN DHCP Reserved IP Configuration e

Host Name | |

IP Address | |

MAC Address | |

Associate with | oFF
IP /MAC Binding

@ Note the following limits for the number of DHCP Reserved IP addresses per product:

@ DSR-150/150N: 32
@ DSR-250/250N: 64
@ DSR-500/500N: 96
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@ DSR-1000/1000N: 128

2.1.2 LAN DHCP Leased Clients

Setup > Network Information > DHCP Clients > LAN Leased Clients

This page provides the list of clients connect to LAN DHCP server.

Figure 4: LAN DHCP Leased Clients

E— e I P Y- OO
Status = Wireless Network ¢&Y VPN 2 Security £® Maintenance

Status » Metwork Information » DHCP Clients » LAN Leased Clients 0 Q

LAM Leased Clients | IPvé Leased Clients | DMZ Leased Clients

This table displays the list of DHCP clients connected to the LAN DHCP Server and to whom DHCP Server has given leases.|lf the LAN is serving DHCP
addresses, this table will show the list of DHCP clients for the router's LAN DHCP server.

LAN Leased Clients List

Show entries [Right click on record to get more options] | a, |

Host Name O | IP Address & | MAC Address &

Mo data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Next , || Last ;|

IP Addresses The LAN [P address of a host that matches the reserved IP list.
MAC Addresses The MAC address of a LAN host that has a configured IP address reservation.

2.1.3 LAN Configuration in an IPv6 Network

Network > IPv6 > LAN Settings > IPv6 LA Settings

(1) In IPv6 mode, the LAN DHCP server iisabledby default (similar to IPv4 mode.he DHCPv6
server will serve IPv6 addresses from configured address pools with the IPv6 Prefix Length
assigned to the LAN.

@ 1Pv4 / IPv6 mode must be enabled in thelvanced > IPv6 > IP modeo enable IPv6
configuration options.
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LAN Settings

The default IPv6LAN address for theouteris fec0::1. You can change this 128 bit IPv6 address
based on your network requirementhe other field that defines the LAN settinf® the routeris

the prefix lengthThe IPv6 network (subnet) is identified by the initial bits of the address called the
prefix. By default this is64 bits long All hosts in the network haveommoninitial bits for their IPv6
address; the numberofcomo n i ni t i al bits in the networkos add

Figure 5: IPv6 LAN and DHCPv6 configuration

B Network £° Maintenance

Network = IPv6 » LAN Settings » IPv6 LAN Settings 0 @

@ IPv6 Mode is not enabled

IPv6 LAN Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

Thiz page allows user to IPvé related LAM configurations.The IPvé address is 128 bits, with a default &4 bit prefix that defines the network and is
common among all LAN hosts. Changes here affect all devices connected to the router’s LAN switch. Mote that a change to the defaul LAN IP address
will require all LAM hosts to be in the zame network prefix and use the new address to access this GUIL

IPvb6 LAN Settings

LAN TCP/IP Setup

IPve Address |fecﬂ::1
IPvé Prefix Length [Range: 0 - 128]
DHCPvé
Status ﬂ:]
Mode ® Stateless W Stateful
Domain Mame |d|ink.cum |
Server Preference 255 [Range: 0 - 255
DNS Servers | Use DNS Proxy '|
Lease / Rebind Time [Range: 0 - 604B00] Seconds
Prefix Delegation ﬁ?

Save Cancel

@ If you change the IP address and click Save Settings, the GUI will not respond. Open 1 new
connection tothe new IP address and log in again. Be sure the LAN host (the machine u: ed to
manage the router) has obtained IP address from newly assigned pool (or has a static IP address
in the routerés LAN subnet) before accessi 1ig tr

As with an IPv4 LAN network, theouterhas a DHCPv6 servelf enabled the router assigns an IP
address within the specified range plus additional specified information to any LAN PC that requests
DHCP served addresses
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The following settingsare usedd configure theDHCPV6 server:

1 DHCP Mode: The IPv6 DHCP server is either stateless or statHfsitateless is selected an
external IPv6 DHCP server is not requirad the IPv6 LAN hosts are autmnfigured by this
router. In this case the router adverizment daemon (RADVD) must be configured on this device
and ICMPV6 router discovery messages are used by the host focanfiguration.There are no
managed addresses to serve the LAN notfestateful is selected thEPv6 LAN host will rely on

an extermal DHCPv6 server to provide required configuration settings
1 The domain name of the DHCPV6 server is an optional setting

1 Server Preference is used to indicate the preference level of this DHCP sBH@P advertise
messages with the highest server prefeeenalue to a LAN host are preferred over other DHCP

server advertise messagdde default is 255

I The DNS server details cdre manually entered her@rimary/secondary option#n alternative
is to allow the LAN DHCP client to receive the DNS serveradlst from the ISP directlyBy
selecting Us@NS proxy,this router acts as a proxy for all DNS requests and communigatkes
the | SP6s BWAN coiguradonmaraietey.

I Primary and Secondary DNS servers: If theseeonfigured domain name sgsh (DNS) servers

available on the LAN enter the IP addresses here.

1 Lease/Rebind time sets the duration of the DHCPV6 lease frontdhtierto the LAN client.

IPv6 Address Pools

This feature allows you to define the IPv6 delegation prefix for a rang® @fdidresseto be served
by the gat eway 0Usindadalegatién pefdyolw canautomate the process of informing
other networking equipment on the LAN of DHCP information specific for the assigned prefix.

Prefix Delegation
The following settings are used to configure the Prefix Delegation:
1 Prefix Delegation: Select this optian enable prefix delegation in DHCPv6 serv&his option

can be selected only itatelessAddress Auto Configuration mode of DHCPg@érver
1 Prefix Address: IPv6 refix address in the DHCPv6 server prefix pool

1 Prefix Length:Length prefix address

2.1.4 Configuring IPv6 Router Advertisements

Router Advertisements are analogous to IPv4 DHCP assignments for LAN clients, in that the router
will assign an IP address and suppiog network information to devices that are configured to accept
such details.Router Advertisement is required in an IPv6 network is required for stateless auto
configuration of the IPv6é LANBY configuring the Router Advertisement Daemon on this routes,

DSR will listen on the LAN for router solicitations and respond to these LAN hosts with router
advisements.
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RADVD

Network > IPv6 > LAN Settings > Router Advertisement

To support stateless IPv6 autmnfiguration on the LAN, set the RADVD status Enable.The
following settings are used to configure RADVD:

1 Advertise Mode:Sel ect Unsolicited Multicast to send
interfaces in the multicast group.o r e s t r iwellkkndwAIBv® addr@sses on the LAN,

and thereby réuce overall network traffic, select Unicast only.

1 Advertise Interval When advertisements are unsolicited multicast packets, this interval sets
the maxmum time between advertisements from the interfadee actual duration between
advertisements is amdom value between one third of this field and this fielde default is

30 seconds.

1 RAFlagsThe router advertisements (RAO&s) Close be s
Managed to use the administered tefal protocol for address autmnfiguration.If the Other
flag is selected the host uses administered/stateful protdool nonaddress auto

configuration.

1 Router Preferencehislow/medium/highparameter determines the preference associated with
the RADVD process of the routeThis is useful if there are other RADVD enabled devices

on the LAN as it helps avoid conflicts for IPv6 clients.

1 MTU: The router advertisement will set thisaximum transmission unitMTU) value for all
nodes in the LAN that arauto configuredy the routerThe default is 1500.

1 Router LifetimeThi s value is present in RAG6s and i ndi
default router for the interfacd.he default is 3600 seconddpon expiration of this value, a

new RADVD exchange must take place betwelea host and this router.
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Figure 6: Configuring the Router Advertisement Daemon

¥ Maintenance

Wetwork = IPvé = LAN Settings » Router Advertisement o @

IPvée LAM Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This page allows user to configure Router Advertisement Daemon (RADVD) related configurations.Router Advertisements are analogous to IPv4 DHCP
assignments for LAN clients. With this the router will perform stateless auto configuration of LAMN nodes by assigning an IP address and supporting
network information to devices that are configured to accept such details. By configuring the Router Advertisement Daemon on this router, the
device will listen on the LAN for router solicitations and respond to these LAN hosts with router advertisements.

Router Advertisement

Router Advertisement Daemon Setup

Status ﬂ:]

Advertise Mode ® Unsolicited Multicast 'Y Unicast Only
Advertise Interval [Range: 10 - 1800]
RA Flags
Managed ﬁ?
Other ﬂ:]
Router Preference ' Low ' Medium ‘® High
MTU 1500 [Range: 1280 - 1500]
Router Lifetime Seconds

Advertisement Prefixes

Network > IPv6 > LAN Settings > Advertisement Prefixes

The router advertisements configured with advertisement prefixes ah@wrouter to inform hosts
how to perform stateless address aotmfiguration.Router advertisements contain a list of subnet
prefixes that allow the router to determineighborsand whether the host is on the same link as the
router.

The following prefix options are available for the router advertisements:
1 IPv6 Prefix Type To ensure hosts support IPv6 to IPv4 tunnel select the 6to4 prefix type.
SelectingGlobal/Local/ISATAPwill allow the nodes to support all other IPv6 routing options

1 SLAID: TheSLA ID (Site-Level Aggregation Identifier)s available when 6to4 Prefixes are
selected. T hi s shoul d be the interface I D of t he

advertisements.

1 IPv6 Prefix When using Global/Local/ISATAP prefixes, this field is useddefine the IPv6

network advertised by this router.
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1 IPv6 Prefix LengthThis value indicates the number contiguous, higher order bits of the IPv6

address that define up the network portion of the addregsically this is 64.

1 Prefix Lifetime: This defnes the duration (in seconds) thtae requesting node is allowed to

use the advertised prefikt is analogous to DHCP lease time in an IPv4 network.
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Figure 7: IPv6 Advertisement Prefix settings

B Network ¢G> VPN 2 Security £ Maintenance

Network » IPv6 » LAM Settings » Advertisement Prefixes o @

IPvé Mode is not enabled

IPv6 LAN Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This page allows user to configure IPvé prefixes which will be used while advertisement.The router advertisements configured with advertisement

prefixes allow this router to inform hosts how to perform stateless address auto configuration. Router advertisements contain a list of subnet
prefixes that allow the router to determine neighbors and whether the host is on the same link as the router.

Advertisement Prefixes List

Show entries [Right click on record to get more options] | a, |

IPv6 Prefix & | IPvé Prefix Length & | Life Time )

Mo data available in table

Showing 0 to 0 of 0 entries | First

Add New Advertisement Prefix

| Previous || Mext , || Last ,

Advertisement Prefix Configuration o

IPv6& Prefix Type ® btod ) Global /Local/ISATAP

SLA 1D I:I [Range: 0 - 999]
Prefix Lifetime I:l [Range: 5 - 65536] Seconds

Save

2.2 VLAN Configuration

The router supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be
configured to communicate insub networkdefined by VLAN identifiersLAN ports can be assigned
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unique VLAN IDs so that traffic to and from that physicalrpcan be isolated from the general LAN.
VLAN filtering is particularly useful to limit broadcast packets of a device in a large network

VLAN support isenabledby default in therouter. In the VLAN Configuration page, enable VLAN
support on the routeand then proceed to the next section to define the virtual network.

Network > VLAN > VLAN Settings

The Available VLAN page shows a list of configured VLANs by name and VLAN I®.VLAN
membership can be created by clicking the Add butietow the List of Available VLANSs.

A VLAN membership entry consists of ¥LAN identifier and the numerical VLANID which is
assigned to the VLAN membershiphe VLAN ID valuecanbe any number from 2 to 409YLAN ID

1 is reserved for the default VLAN, which is used for agged frames received on the interfaBg.
enabling Inter VLAN Routing, you will allow traffic from LAN hosts belonging to this VLAN ID to
pass through to other configured VLAN IDs that have Inter VLAN Routing enabled.
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Figure 8: Adding VLAN memberships to the LAN

B Network )

Network » VLAN » VLAN Settings o @

The router supports virtual network isolation on the LAM with the use of VLAMs., LAN devices can be configured to communicate in a subnetwork
defined by VLAMN identifiers.

VLAN Configuration

¥lan Enable ﬂ:]

VLAN List
Shaw entries [Right click on record to get more options] | a, |
Name | VLAN ID @ | IP Address @ | Subnet Mask &
Default 1 192.168.50.1 255,255.255.0
Showing 1 to 1 of 1 entries |.] First | Previous | 1 | Mext » || Last 4

Add New VLAN

.

VLAN Configuration °
VLAN ID [ ] efault: 1, Range: 2 - 4093]
Nam & |
Activate InterVLAN OFF
Routing

Multi VLAN Subnet
IP Address | |

Subnet Mask | |

DHCP
DHCP Mode '® None ') DHCP Server ') DHCP Relay

LAN Proxy

Enable DMS Proxy OFF

2.2.1 Associating VLANs to ports
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In order to tag all traffic through a specific LAN port with a VLAN ID, you can associate a VLAN to
a physical port.
Network > VLAN > Port VLAN

VLAN membership properties for the LAN andirwless LAN are listed on this pagéhe VLAN Port

table displays the port identifier, the mode setting for that port and VLAN membership information.
The configuration page is accessed by selecting one of the four physical ports or a configured access
point and clicking Edit.

The edit page offers the following configuration options:

T Mode: The mode of this VLAN can bee@eral,Access, or Tunk. The default is access.

1 In General mode the poit a member of a user selectable set of VLANEe port sends and
receivesdata that is tagged or untagged with a VLAN ID. If the data into the port is untagged,
it is assigned the defined PVID. In the configuration from Figure 4, Port 3 is a General port
with PVID 3, so untagged data into Port 3 whk assigned PVID 3. All tagged data sent out
of the port with the same PVID will be untaggebhis is mode is typically used with IP
Phones that have dual Ethernet poBata coming from phone to the switch port on the router

will be tagged.Data passinghrough the phone from a connedtdevice will be untagged
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Figure 9: Port VLAN list

® Maintenance

B Network €5y VPN

Network = VLAM » Port VLAN o Q

This page allows user to configure the port VLAMs. A user can choose ports and can add them into a VLAN.In order to tag all traffic through a
specific LAM port with a VLAM ID, you can associate a YLAMN to a physical port. The VLAM Port table displays the port identifier, the mode setting for
that port and YLAN membership information. Go to the Available VLAM page to configure a YLAN membership that can then be associated with a port

Port VLANs List

A
Port Mame & | Mode & | PVID @ | VLAN Membership &
OptionalPort Access 1 1
Portl Access 1 1
Port2 Access 1 1
Port3 Access 1 1
Portd Access 1 1
Porth Access 1 1
Portt Access 1 1
Port? Access 1 1
Showing 1 to 8 of 8 entries
Wireless VLANs List
| 2 |
Port Name < | Mode & | PVID & | VLAN Membership &

AutoTest Access 1 1

Showing 1 to 1 of 1 entries

1 In Access mode the pors a member of single VLAN (and only one)All data going into
and out of the port is untaggedraffic through a port in access mode looks like any other

Ethernet frame.

1 In Trunk mode the poris a member of a user selectable set of VLANMSH. data going into
and out of the port is taggetdntagged coming into the port is not forwarded, exceptther
default VLAN with PVID=1, which is untaggedlrunk ports multiplex traffic for multiple

VLANSs over the same physical link.
1 Select PVID for the port when th@eneral mode is selected.

1 Configured VLAN memberships will be displayed on the VLAN Members@ignfiguration
for the port.By selecting one more VLAN membership options for a General or Trunk port,

traffic can be routed betweehd selected VLAN membership IDs
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@ The DSR150 / 150N does not support General mode for port VLANs due to hardimatations.

Figure 10: Configuring VLAN membership for a port

T Cor — . R —
€ Status B Network ¢8> VPN 2 Security £® Maintenance

Network » VLAN » Part VLAN 0 @

This page allows user to configure the port VLANs. A user can choose ports and can add them into a VLAM.In order to tag all traffic through a
specific LAN port with a VLAN ID, vou can associate a VLAN to a physical port. The WLAN Port table displays the port identifier, the mode setting for
that port and VLAN membership information. Go to the Available VLAN page to configure a VLAN membership that can then be associated with a port

Port VLANs List

a |
Port Name * " Mode & || PVID & ” VLAN Membership v |
OptionalPort Access 1 1
Port1 Access 1 1
Part2 Access 1 1
Part3 Access 1 1
Portd Access 1 1
Paort3 Access 1 1
Paorté Access 1 1
Port? Access 1 1

Showing 1 to B of B entries

2.2.2 Multiple VLAN Subnets

Network > VLAN > VLAN Settings

This page shows a list of available mulfLAN subnets.Each configured VLAN ID can map directly
to a subnet whin the LAN. Each LAN port can be assigned a unique IP address and a VLAN specific
DHCP server can be configured to assign IP address leases to devices on this VLAN.

VLAN ID : The PVID of the VLAN that will have all member devices be part of the same $ubne
range.

IP Address: The IP address associated with a port assigned this VLAN ID.
Subnet Mask Subnet Mask for the above IP Address
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Figure 11: Multiple VLAN Subnets

= Wireless B Network €5y VPN

Network » VLAN » VLAN Settings o @

The router supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured to communicate in a subnetwork
defined by VLAN identifiers.

VLAN Configuration

Vlan Enable ﬂ:]
Save Cancel

VLAN List
Shaw entries [Right click on record to get more options] | a, |
Name Gl VLAN 1D & | IP Address & | Subnet Mask &
Default 1 192.168.50.1 255.255.255.0
Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Next , || Last ,|

Add New VLAN

2.2.3 VLAN configuration

Network > VLAN > VLAN Settings

This page allownabling or disablinghe VLAN function on the routeVirtual LANs can be created

in this router to provide segmentation capabilities for firewall rules and VPN policies. The LAN
network is considered the default VLAN. Check the Enable VLAN box to add VLAN functionality to
the LAN.
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Figure 12: VLAN Configuration

B Network €5y VPN 2 Security £ Maintenance

Network » VLAN » VLAN Settings o @

The router supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured to communicate in a subnetwork
defined by YLAN identifiers.

VLAN Configuration

Vlan Enable ﬂ:]

VLAN List

Shaw entries [Right click on record to get more options) | a, |

Name 3l VLAN ID @ | IP Address & | Subnet Mask &

Default 1 192.168.50.1 255.255.255.0

Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Mext , || Last ,

Add New VLAN

VILAN Configuration o

VLAN ID [ ] Default: 1, Range: 2 - 4093]

Name |

Activate InterVLAN . OFF
Routing

Multi VLAN Subnet
IP Address | |

Subnet Mask | |

DHCP

DHCP Mode '® Mone ') DHCP Server ') DHCP Relay
LAN Proxy

Enable DNS Proxy | OFF

Save

i

2.3 Configurable Port: DMZ Setup

This routersupports one of the physical ports to cenfigured as a secondary WAN Ethernet port or a
dedicated DMZ port. A DMZ is &ub networkthat is open to the public but behind the firslv The
DMZ adds an additional layer of security to thAN, as specific services/porthdt are exposed to the
internet on the DMZ do not have to be exposed on the LN recommended that hosts that must be
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exposed to thenternet(such as web or emlaservers) be placed in the DMZ networkirewall rules
can be allowed to permit access specific services/ports to the DMZ from both the LAN or WAlN
event of an attack to any of the DMZ nodes, the LAN is not necessarily vulnerable as well.

Network> Internet > DMZ DHCP Reserved IPs

DMZ configuration is identical to the LANonfiguration.There are no restrictions on the IP address or
subnet assigned to the DMZ port, other than the fact that it cannot be identical to the IP address given
to the LANinterface of this gateway.
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Figure 13: DMZ configuration

€D Status 3 = B Network &>

Network = Internet » DMZ DHCP Reserved IPs o @

This page allows user to configure the reserved IP Addreszes for the DHCP Server configuration.ln order to ensure certain DMZI devices always
receive the same IP address when DHCP is enabled on the DMZ, bind the DMZ device's MAC address to a preferred IP address. This IP address will
only be assigned to the matching MAC address.

DMZ DHCP Reserved IPs List

Show entries [Right click on record to get more options] | a, |

IP Address ¢» | MAC Address & | Status &3

Mo data available in table

Showing 0 to 0 of 0 entries || First | Previous || Mext , || Last 4
Add New DMZ DHCP Reserved IP
€2y Status = Wireless B Network €& VPN
Network = Internet =» DMZ Settings o °

The De-Militarized Zone (DMZ) is a network which, when compared to the LAN, has fewer firewall restrictions, by default. This zone can be used to

host servers and give public access to them.DMZ setup is similar to the LAN TCP/IP options. The network subnet for the DMZ can be different from
the LAN, and firewall/VPN policies can be customized for the DMZ. The DMZ iz typically used for network devices that you wish to exposze to the

internet, such as FTP or mail servers.

DMZ Settings

DMZ Setup
Enable DMI ﬂ:]

DMZ IP Address
IP Address [172.17.100.254 |

Subnet Mask | 255.255.255.0 |

DHCP for DMZ

DHCP Mode ') MNane ® DHCP Server ") DHCP Relay
Starting IP Address [172.17.100.100 |
Ending IP Address |1T2.1T.1DD.253 |
Default Gateway |172.17.1uu.254 |
Domain Mame |DLink |

Lease Time [Range: 1 - 262800] Hours

Primary DNS Server | |

Secondary DNS Server | |

WINS Server | |

Enable DMS Proxy ﬂ:]
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@ForDSR—5OONandDSR—1000N,in order to configure a DMZ port,
must be set to DMZ in th&etup >Internet Settings > Configurable Porpage.

@ For DSR150N and DSR250N, enabling DMZwill result in port 8 of the LAN switch being use |
for a dedicated DMZ portThe other 7 LAN ports remain unchanged

2.4 Universal Plug and Play (UPnP)

Network > LAN > UPnP

Universal Plug and Play (UPnP) is a feature that allows the router to discovery devices on the network
that can communicate with the router and allow for auto configuratfoam.network device is deteade

by UPnP, the router can open internal or external ports for the traffic protocol required by that network
device.

Once UPNP is enabled, you can configure the router to detectd@mporting devices on the LAN (or
a configured VLAN).If disabled, the rater will not allow for automatic device configuration.

Configure the following settings to use UPnP:

1 Advertisement PeriodThis is the frequency that the router broadcasts UPnP information over the
network. A large value will minimize network traffic butause delays in identifying new UPnP
devices to the network.

1 Advertisement Time to LiveThis is expressed in hops for each UPnP packet. This is the number of

steps a packet is allowed to propagate before being discarded. Small values will limit the UPnP

broadcast rangeA default of 4 is typical for networks with few switches.
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Figure 14: UPnP Configuration

B Network €5y VPN 2 Security £ Maintenance

Network » LAN » UPnP o Q

UPnP (Universal Plug and Play) is a feature that allows for automatic discovery of devices that can communicate with this security appliance.UPnP is
useful for auto-configuring application rules, where internal/external ports for the traffic protocol required by a detected network device are
opened without user intervention. The UPnP Port Map Table has the details of UPnP devices that respond to the router's advertisements, and
thereby don't require corresponding application (port forwarding) rules to be configured.

UPnP
UPnP Setup
Activate UPnP ﬂ:]
LAN Segment | LAN v
Advertisement Period [Range: 1 - B&400] Seconds

Advertisement Time To Live |:| [Range: 1 - 255] Hops

UPnP Port Map List
Show entries [Mo right click options] | a, |

Active < | IP Address & | Protocol & | Internal Port & | External Port &

Mo data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Mext , || Last 4|

UPnP Portmap Table

The UPnP Pormap Tablehas t he details of UPNRP devices that
The following information is displayed for each detected device:

1 Active: A yes/no indicating whether the port of the UPnP device #séablished a connection is

currently active
Protocol: The network protocol (i.e. HTTP, FTP, etesed bythe DSR
Int. Pat (Internal Port):The internal ports opened by UPnP (if any)

Ext. Port (External Port)The external ports opened by UPnP (if any)

=A =2 =4 =4

IP Address: The IP address of the UPnP dewetected bythis router

Click Refresh to refresh the portmap table and seéoctany new UPnP devices.

2.5 Captive Portal

LAN users can gain internet access wab portalauthentication with the DSR. Also referred to as
Run-Time Authentication a Captive Portails ideal foraweb café scenario where users initiate HTTP
connection equests for web access barte not interested in accessiagy LAN services. Firewall
policies underneathwill define which users require authentication for HTTP access, and when a
matching user request is made the DSR will intercept the request and ppfomp username /
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password. The login credentials are compared againstRilveime Authenticationusers inuser
database prior to granting HTTP access.

@ DSR-150/150N/250/250N does not have support for the Captive Portal feature.

@ Captive Portals availeble for LAN users only and not for DMZ hosts.

Status > Network Information > CaptivePortal Sessions

Theactiveruntime internet sessions throughhe r outer dés firewall are | i si
users are present in the local or external user database and have had their login credentials approved
for internet accessA6 Di sconnect d button al | oydsopanhaatenbcatBd a d mi
user . The ABlock MACO button wild.l result in the

the current and future sessions from this client will be prevented.

Figure 15: Active Runtime sessions

P — N . " -
Status = Wireless B Network ¢G5 VPN £ Security £® Maintenance

Status = Metwork Information = CaptivePortal Sessions o @
Uze this page to monitor the runtime authentication sessions that are active on your router.

Captive Portal Sessions List

Show entries [Right click on record to get more options] a, |

| User Name P || IP Address & |

Mo data available in table

Showing 0 to 0 of 0 entries |.) First || .| Previous || Mext || Last 3|

2.5.1 Captive Portal Setup

Security > Authentication > Login Profiles

Captive Portal is a security mechanism to selectively provide authentication on certeifaces
This pagedisplays configured custom Captive Portal profiles and indicates which are in use.
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Figure 16: Captive Portal Profile List

Security = Authentication = Login Profiles o e
The table lists all the available Login Profiles in the system. This Login page is used for authentication on Captive Portal enabled interfaces.

Login Profiles List

Show entries [Right click on record to get more options] | a, |

Profile Name > | Browser Title & | Status i~
default D-link Unified Services Router SSLVPN

default? D-link Unified Services Router Mot In Use

Showing 1 to 2 of 2 entries || First | Previous | 1 | Next , || Last 4

Add New Login Profile

List of Available Profiles:Any one of these profiles can be used for Captive Portal Login page while
enabling Captive Portal.

Click AAddOo in the Captive Pornized-capstieetparial lqgia gage t o
information (Page Background Color, Header Details, Header Caption, Login Section Detalils,
Advertisement Details, Footer Details and Captive Portal Header Image).

Security > Authentication > Login Profiles

To create a new Qudive Porta)] a profile with a unique polic name is to be created. The profile
governs the entry screen shown to new sessions, and the browser message and background color /
header can be customized to identify the service ml@wvfor internet access.

38



Unified Services Router User Manual

Figure 17: Customized Captive Portal Setup

F e 4

Cad | &* Maintenance

Security » Authentication » Login Profiles o @

The table lists all the available Login Profiles in the system. This Login page is used for authentication on Captive Portal enabled interfaces.

Login Profiles List

Show entries [Right click on record to get more options] | a, |

Profile Name & | Browser Title 8 | Status )

default D-link Unified Services Router SSLVPN

default? D-link Unified Services Router Mot In Use

Showing 1 to 2 of 2 entries

Add New Login Profile

r

|| First | Previous | 1 | Mext , || Last ;|

Login Profile Configuration o

3

General Details

Profile Mame

Browser Title

Background * Image < Color

Page Backeground Image

Default dd

=
(=9
(=
=
(=9
(=
=
(=
(=T
1=
(=
(=T

Minimal Page for Mobile ﬂ:]

Dewvices

Header Details

Background * Image ) Color
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Header Backeground Image i

Default Add Add Add Add Add
add  Add  Add  Add  Add  Add
Header Caption | |
Caption Font |Tﬂhun‘|ﬂ '|
Font Size | Small v |
Font Colaor | Red 'r|
Login Details
Login Section Title |F‘urta| Login |
Welcome Message |F‘Iease Login! |
Error Message |Inva|id UzserMame/Password |
Footer Details
Change Footer Content OFF

4

Save

Security > Firewall > Blocked Clients

Access for specific clients can be regulated by the Captive Portal as well. The Block Client page
allows one to define a MAC address that will always be denied access through all configured Captive
Portals.
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Figure 18: Blocking specific clients by their MAC address

e — = . .
€4 Status = Wireless B Network €55 VPN 2 Security £* Maintenance

Security » Firewall = blockedClients o e

This page shows a list of clients MAC addresses blocked by admin.

Block MAC Clients List

Show entries [Right click on record to get more options] | a, |

MAC Address & | Description &

Mo data available in table

Showing 0 to 0 of 0 entries |.] First || .| Previous || Mext , || Last .

Add New Blocked Clients

2.5.2 Captive Portals on a VLAN

Network > VLAN > VLAN Settings

Captive Portals can be enabled on a-g&AN basis. Hosts of a particular VLAN can be directed to
authenticate via the Captive Portal, which may be a customized portal with unique instructions and
branding as compared to another VLAN. The most criticaleaspof this configuration page is
choosing the authentication server. All users (VLAN hosts) that want to gain internet access via the
selected Captive Portal will be authenticated through the selected server.
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Figure 19: VLAN based configuration of Captive Portals

Network » WLAN » VLAN Settings 0 @

The router supports virtual network isolation on the LAN with the use of VLANs. LAM devices can be configured to communicate in a subnetwork
defined by VLAMN identifiers.

VLAN Configuration

Vlan Enable ﬂ:]

VLAN List
Shaw entries [Right click on record to get more options] | a, |
MName | VLAN ID @ | IP Address @ | Subnet Mask &
Default 1 1%2.168.50.1 255.255.255.0
Showing 1 to 1 of 1 entries |.) First || .| Previous | 1 | Next ; || Last |

Add New VLAN

VILAN Configuration o
VLAN ID [ ] iDefault: 1, Range: 2 - 4093]
Name |
Activate InterVLAN OFF
Routing

Multi VLAN Subnet
IP Address | |

Subnet Mask | |

DHCP
DHCP Mode '® None ') DHCP Server ') DHCP Relay

LAN Proxy

Enable DNS Proxy OFF

Save
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Chapter 3. Connectoi ndhet I:ntVeANI eSet up

This router has two WAN ports that can be used to establish a connection to the intéméollowing
ISP connection types are supported: DHCP, Static, PPPoE, PPTP, L2TIRte3@et (via USB modem).

It is assumed that you have arranged for internet service withipbemmet Service Providet$P). Please
contact your ISP or network administrator for t@nfiguration informatiorthat will be required to setup

the router.

3.1 Internet Setup Wizard

Setup >Wizard > Internet

The Internet Connection Setup Wizard is available for users new to networmingoing through a
few straightforward configuration pages you can take the information provided by your ISP to get your
WAN connection up and enable internet access for your network.
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Figure 20: Internet Connection Setup Wizard

; "‘__ Wizard | System Search...

Status = N N rk 2 Security £° Maintenance
Wizards o
Internet Connection Wizard Security wizard
This wizard will guide vou in connecting This wizard will guide you in configuring
your new D-Link Unified Services Router to default Outbound Policy, YPM Passthrough

the Internet. m and VPM Metwork Settings. m

Wireless Wizard Users Wizard

This wizard will guide you through common This Wizard guides you in creating a new

and easy steps to configure vour router’s user.

wireless interface. m m
Dynamic DMS Wizard Date and Time Wizard

This Wizard helps in configuring Dynamic DN This Wizard helps vou in configuring Date

WAN 1 or WAM 2 settings. and Time settings.
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Internet Connection Wizard

Internet Connection

Choose this if vour Internet connection automatically
provides yvou with an IP Address. Most Cable Modems use
this type of connection

PPTP OFF

Choose this if your Internet connection requires PPTP

username and password to get online

Choose this if your Internet connection requires PPTP
username and password to get online.

L2TP OFF

Choose this if your Internet connection requires L2TP
username and password to get online

Step: [1 of 2]

Current Connection type DHCP

PPPoE OFF

Choose this option if vour Internet connection requires
a username and password to get online. Most D5L
modems use this type of connection

Static IP Address OFF
Choose this option if vour Internet Setup Provider
provided you with IP Address information that has to be

manually configured

Previous

Next
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3.2

You can start using the Wizard by logging in with the administrator password for the r@uiee
authenticated set the time zone that you are located in, and then choose the type of ISP connection type:
DHCP, Static, PPPoE, PPTP, L2TBepending ornthe connection type a username/password may be
required to register this router with the ISIR. most cases the default settings can be used if the ISP

did not specify that parametéefFhe last step in the Wizard is to click the Connect button, which caosfi

the settings by establishing a link with the ISPnce connected, you can move on and configure other
features in this router.

@ 3G Internet access with a USB modem is supported on \B/ANhe Internet Connection Setu)
Wizard assists with the primary WANopt (WAN1) configuration only.

WAN Configuration

Network > Internet > WAN1Settings

You must either allow the router to detect WAN connection type automatically or configure manually
the following basic settings to enablleternet connectivity:

1 ISP Connetion type:Based on the ISP you have selected for the primary WAN link for this router,
chooseStatic IPaddress, DHCRlient, Pointto-Point Tunneling Protocol (PPTP), Poitd-Point
Protocol over Ethernet (PPPoElayer 2 Tunneling Protocol (L2TP)Required fields forthe
selected ISRype become highlighted. Enter the followimgformation as needed and as provided

by your ISP:
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