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How to set up the IPSec site-to-site
Tunnel between the D-Link DSR
Router and the Juniper Firewall

Overview

This document describes how to implement IPSec with pre-shared secrets establishing
site-to-site VPN tunnel between the D-Link DSR-1000N and the Cisco 5505. The screenshots in
this document is from firmware version 1.03B12 of DSR-1000N and firmware version 6.2 Or 2.0
of Juniper SSG20. If you are using an earlier version of the firmware, the screenshots may not be
identical to what you see on your browser.
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Situation note

Site-to-site VPN could be implemented in an enterprise allows to access and exchange data
among more than two geographical sites or offices. Once the site-to-site VPN set up, the clients
in the groups of the different located sites are as in the internal networks. As companies may have
other gateway appliances which are not D-Link products, this document will be useful when you
intend to create IPSec VPN tunnel between DSR and other existing gateway appliance.

v
b=

DSR-1000N Juniper SSG20 PC2
© 192.168.10.100/24 ® 1.1.1.2/30 © 22.2.1/30(e0/0)
@ 192.168.10.1/24 (LAN 1) O 2221730 € 192.168.1.1/24 (e0/3)
@ 1.1.1.2/30 (WAN1) @ 192.168.1.100/24

IP addresses
DSRWAN: 1.1.1.2/30
DSR LAN: 192.168.10.1/24

Juniper_SSG20 Untrust_Zone(e0/0): 2.2.2.2/30
Juniper_SSG20 Trust_Zone(e0/3): 192.168.1.1/24

IPSec Parameters

IPSec Mode: Tunnel Mode

IPSec Protocol: ESP

Phasel Exchange Mode: Main

Phasel Encryption: 3DES

Phasel Authentication: SHA1

Phasel Authentication Method: Pre-Shared Key
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Diffie-Hellman Group: G2
Phasel Lifetime: 28800 sec
Phase2 Encryption: 3DES
Phase2 Authentication: SHA1
Phase?2 Lifetime: 3600 sec

Configuration Step

DSR Settings

1. Set up the WAN IP address. Navigate to the Internet Settings > WANT Settings > WANT Setup.
Fill in relative information based on the settings of topology. The IP Address of the field of ISP Connection Type
is the IP address of external network connecting point which is shown as the point “c”on the topology. Click
the button “save settings”to complete WAN IP address settings.

Wizard

WAN1 SETUP LoGOUT

This page allows you to set up your Intemet connection. Ensure that you have the Intemet connection
information such as the IP Addresses, Account Information etc. This information is usually provided by
your ISP or network administrator.

Internet Settings

ISP Cennection Type

ISP Cennection Type: L%& J ¥
IP Address: [L112 |
IP Subnet Mask: |255.255.255.252 |
Gateway IP Address: 1111 |

Deomain Name System (DNS) Servers

Primary DNS Server: |168.95.1.1 |
Secondary DNS Server: |8.B.88 |

MAG Address Source: | Use Defouit daress | ¥ |
MAC Address: |
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2. Set up the IPSec policy. Navigate to the VPN Settings > IPSec > [PSec Policies.
Press the button "Add”to increase a new policy. In General Section, fill in relative information. The IP address of
Remote Endpoint refers to the external network connecting point of Juniper SSG20 which is shown as the
point “f"on the topology. The internal network group, which indicates the IP information on Local Start P
Address, under DSR-1000N allows access to the remote network group, which indicates the IP information on
Remote Start [P Address, under Juniper SSG20 through VPN tunnel.

SETUP ADVANCED TOOLS STATUS
IPSEC CONFIGURATION LOGOUT

This page allows user to add/edit VPN (IPsec) policies which includes Auto and Manual policies.

General

Policy Name: [IPsec1 |

Policy Type:
IPsec Mode:

Select Local Gateway:

Remote Endpoint:

Enable Mode Config:
Enable NetEIOS:

Enable RollOver:

Protocol: =K3

Enable DHCP:
Local IP: Subnet] v |
Local Start IP Address: [192.188.10.0 |

Local End IP Address: [

Local Subnet Mask: [755.255.255.0 |
Remote IP: | Subnet| v |
Remote Start IP Address: (3216810 |

Remete End IP Address: [

Remote Subnet Mask: |255.255.255.0 |
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In Phase 1 Section, fill in relative information. Please notice that the Pre-shared Key must be as same as the

pre-shared key which will be inserted on Juniper SSG20 on the later step.

Phasel(IKE SA Parameters)

Exchange Mode:

Direction / Type:
Mat Traversal:
On:

Off:

NAT Keep Alive Frequency (in
seconds):

Local ldentifier Type:
Local ldentifier:

Remote Identifier Type:
Remote ldentifier:
Encryption Algorithm:
Key Length:
Authentication Algorithm:

Authentication Method:

Pre-shared key:

| 1234567830 |

Diffie-Hellman (DH) Group:
SA-Lifetime (sec):

Enable Dead Peer Detection:
Detection Period:

Reconnect after failure count:
Extended Authentication:
Authentication Type:
Username:

Password:

\Group2(1024bit) | ¥ |

|28800 |
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In Phase 2 Section, fill in relative information.

Phase2-(Manual Policy Parameters)

How to set up the IPSec site-to-site Tunnel between the D-Link DSR Router and the Juniper Firewall

SPlincoming: l—
SPI-Outgoing: R
Encryption Algorithm: [

Key Length: (I
Key-in: l—
Key-Out: I
Integrity Algorithm: B |

Key-in: l—
Key-Out: [

Phase2-(Auto Policy Parameters)

SA Lifetime: | | |seconds v |
Encryption Algarithm: M|

Key Length: ]

Integrity Algorithm: MI

PFS Key Group: [OH Groop1 (768 6t) B

Click the button "save settings” to complete IPSec Policy settings.

3. Check the VPN status. Navigate to the Status > Active VPN,

The activity will be shown on the list while the tunnel is established with the other side.

ADVANCED

Operation succeeded
The page will auto-refresh in 10 seconds

ACTIVE VPN LOGOUT

This page displays the active VPN connections, IPSEC as well as S5L.

Active IPsec SAs
Endpoint tx {KB)
1PSec 22322 0.00 L] IPsec SA Not Established W

Wireless Clients

tx ( Packets ) State Action

Policy Name
LAN Clients

Active S5L VPN Connections
User Name  IP Address Local PPP Interface Peer PPP Interface IP Connect Status

Poll Interval: |- (Seconds) | &t | step |
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Juniper_SSG20 Settings
1. Set up the Untrust_Zone and Trust_Zone IP addresses. Navigate to the Network > [nterfaces > List. Click "Edit”.

Network > Interfaces (List) 55020 [?]

Biuniper Gt o et v
ETWORKS
55G20
Name 1PINetmask Zone Type Link PPPOE. Configure
byroupd 192,166,124 Trust Layers up Edit
sthemeta/z Down Edit
sthemeta/s up Edit
sthemetala Doum £
bagroupy. aooao null unsed Down Ed
bgroupz 0.0 Nl Unsed Down Edit
boroups 00000 nul unised Down Ed
ethemetn/o 222230 Untrust Layers up Edit
themeto/1 17216124 oMz Layers Down Edit
senakin 0.00.00 Nul Unssed Dowm Edit
tunnel, 1 unnumbered Trust Tunnel Ready Edt
a: viany o000 vian Layers Doum Edn
a
a
o

Configure Untrust_Zone with relative information as below. The IP Address/ Netmask of Basic tab is the P
address of external network connecting point which is shown as the point “f" on the topology. Click the button
“OK"to complete this setting.

Network > Interfaces > Edit

Interface: ethemets 0 (IP/Netmasl: 2.2.2.2/30) Back To Interface List

Junlper' Propertiest Busic Phy MIP DIP VID IGMP Monitor $02.1X IRDP

SETREAEY Interface Name sthernetd/0 001 4.fée6,70c0
g © Obtain 1P using DHEP [ automatic update DHGP server parameters
L] ©) obtain 10 using PPPaE Create new pppoe setting
= © saatep

: 1P Address /Netmask 2202 |/ @ | Mansgesble

Manage 1P *[2213 0014626 70c0

o Interfaceblode Oniat @ goura
2 Black Intra-Subnat Traffic []

Service Dptions

ey ML [ Teiner [ ssm
& [ stimp [ sse
Qther Services [ ping [ pach wructpus) [ rdent-reser
Maximum Transfer Unit(MTU) Admin MTU [0 Jewes  (Gperating MTU: 1500; Defautt MTU; 1500)

o ons rony [

o
NTP Server [

WebAuth [ 1p address Oestonly
carp
o s B St e Wanimum Banduidshls | kbps
tnares WasicusmSandvdnlo ] Kbps
Toggle Menu wrep []
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Configure Trust_Zone with relative information as below. The IP Address/ Netmask of Basic tab is the [P
address of internal network connecting point which is shown as the point“g” on the topology. Click the button
"OK"to complete this setting.

Network > Interfaces > Edit

Interface: bgroupd (IP/Netmask: 102.168.1.1/24) Back To Interface List

un peru PBroperties: Basic Bind Port MIP DIP VIP SecondaryIP IGMP Dionitor IRDP

Interface Name baroupD 0014.f6e6.70c5

E C Obtain IP using DHCP [ Auteratic update DHCP server parameters

[

L O Ghtain 19 asv PrPoE s

N © static 1P

| 1P Address / Netmask 1210014 | 4[24 | I

} Manage IP *[192.168.1.1 | 0014,f6<6,70c3

| & IntarfscaMada ar (O Route

o Block Intra-subnet Traffic []

(E Management Services — o e e

| = ] smp £

= Other Services [] ping [ path mTu(Pe4) [ tdent-reset
] =

[ Maximum Transfer Unit(MTU) Admin MTU [0 IBytes  (Operating MTU;: 1500; Default MTU: 1500)

NS Proxy []

NTB semver []

websuth (] 17 Addvess Clest only
G-aRP
Trafhc Bandunidth Egress e

T fret Waximum sanduidtls | Kbes
Toggle Menu

2. Add a Tunnel Interface. Navigate to the Network > Interfaces > List.
Select “Tunnel IF" from scroll down menu. Press the button “New” to increase a new tunnel interface.

Network > Interfaces (List)

unl r' List Mmmrfa:es W—m
Sl
EET Name IP /Netmask Zone Type Link PPPoE Configure

bgroupn 192,168.1,1/24 Trust Layer up - Edit

= atherneto/z Doun - Edit

= ethernetd/3 Doun : Edit

| F ethernetn/d up - Edit

Lo =

| baroup1 0,0,0,0/0 Hull Unused Doun - Edit

| baroup2 0,0,0,0/0 Hull Unused Doun = Edit

| baraup3 0.0.0,0/0 Hull Unused Doun E Edit

! ethernet0/o 2.2.2.2/30 Untrust Layer Down - Edit

L ethernet0/1 172.16.1.1/24 oMz Layerz Doun 5 Edit

I serial0/0 0.0.0.0/0 Hull Unusad Doun - Edit

| ‘}_ tunnel.1 unnumbered Trust Tunnel Down - Edit

| = vlani 0,0,0,0/0 wLAN Layerd Doun , Edit

[ I7F

I

| &

| m
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Configure relative settings as below.

3. Add an IPSec Remote Gateway. Navigate to the VPNs > AutoKey Advanced > Gateway.
Press the button “New" and fill in relative information as below.

VPN > Autokey Advanced > Gateway > Edit

Juniper’

NErWoRKs

55620

—
:
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Press the button “Advanced’ for preshared key setting. Fill in relative information as below. Insert the
Pre-shared Key which is as same as the one put in DSR-T000N in the previous step.

4. Create a new VPN tunnel. Navigate to VPNs > AutoKey IKE. Press the button "New”.

s5g20 [7]]

Wadrass; 10,z Eram [ e I S \

[ s \ [ e am [ -
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Fill in relative information as below.

Press the button "Advanced” and configure settings as below. The internal network group, which is indicates
the IP information on Local IP/ Netmask, under Juniper SSG20 allows access to the remote network group,
which indicates the IP information on Remote IP/ Netmask, under DSR-1000N through VPN tunnel.

192.168.1.0 I
102.168.10.0 |
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5. Create the Routings. Navigate to Network > Routing > Routing Entries.

Select “trust-vt’from the drop down menu on the top and left corner. Press the button "New’”.

Gl Juniper

vist O per pooe

st rowte enries for | All virtual routers| v |

S5G20
trust-vr

2220030 ethemetnio B Root

2.2.2.2/32 ethemetio H Root

0.0.0/0 2221 ethemetoio -] 1 Root

172.16.1.0/24 ethemetVl C Root

172.16.1.132 ‘ethemet/L H Root

192.168.1.0/24 bgroupd c Root

182 168.1.1/32 bgroupd H Root

192.168.10.0/24 tunnel 1 s 20 1 Root Remaove
* Active route C Connected 1 Imported B8 EBGP O OSPF ELl OSPF extemnal type 1L H Host Route
P Permanent S Siatic A Auto-Exported iB IBGP R RIP E2 OSPF extemnal type 2
D Dynamic N NHRP

Fill in relative information as below.
Network > Routing > Routing Entries > Configuration s5g20 [7]

Virtual Router Name  trust-vr

1P AddressiNetmask |192.168.10.0

I

0l

cateway

. omm
e EE

D-Link



How to set up the IPSec site-to-site Tunnel between the D-Link DSR Router and the Juniper Firewall 13

6. Set up the Policies. Navigate to Policy> Policies. Create the first rule. Select “Trust” and “Untrust’in the “From”
and"To"drop down menus respectively. Press the button "‘New’”.

Fill in relative information as below.

oo

s (102.168.1.0 |

ess (192.168.10.0 |

B
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Create the second rule. Select “Untrust” and “Trust”in the “From”and “To"drop down menus respectively.
Press the button "New’".

o — s
rrom [Untpust | v]] o [Tt v o [ ]

From Trust To Untrust, total policy: 2

.nny Any ANY . Edt | Clone Remove P
2 m:uil,lm 182.168.10.024 ANY @ Edt |glone | Remove 2 e

192.168.1.0
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7. Check VPN status. Navigate to VPNs > Monitor Status.
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VPNs > Monitor Status 55920 ﬂ
-

kel |alinc

[ enname | s polieyin | peer Gatenay 1p [ e [ sasame [ um |

| ipsec_1 | 00000001 RIS ‘ L1z | AutoIKE | Actve | off |

Toggle Menu
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