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DOCUMENT CONVENTIONS

This section describes the conventions this document uses.

Z@I Note: A note provides more information about a feature or technology and cross-references to related topics.

Caution! A caution provides information about critical aspects of AP configuration, combinations of settings,
events, or procedures that can adversely affect network connectivity, security, and so on.

The following table describes the typographical conventions used in this guide.

Table 1: Typographical Conventions

Symbol Example Description

Bold Click Update to save your Menu titles, page names, and button names
settings.

Blue Text See “Document Conventions” Hyperlinked text.

on page 12.

courier font

WLAN-AP# show network Screen text, file names, commands, user-typed

command-line entries

courier font italics value Command parameter, which might be a variable or fixed
value.

<> Angle brackets <value> Indicates a parameter is a variable. You must enter a
value in place of the brackets and text inside them.

[ 1 Square brackets [value] Indicates an optional fixed parameter.

[< >] Angle brackets within [<value>] Indicates an optional variable.

square brackets

{} curly braces

{choicel | choice2}

Indicates that you must select a parameter from the list of
choices.

| Vertical bars

choicel | choice2

Separates the mutually exclusive choices.

[{}] Braces within square
brackets

[{choicel | choice2}]

Indicate a choice within an optional element.

Page 12

Document Conventions
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ONLINE HELP, SUPPORTED BROWSERS, AND LIMITATIONS

Online help for the UAP Administration Web pages provides information about all fields and features available from the user
interface (Ul). The information in the online help is a subset of the information available in the Unified Access Point
Administrator’s Guide.

Online help information corresponds to each page on the UAP Administration Ul.

For information about the settings on the current page, click the ® link on the right side of a page or the More... link at
the bottom of the help panel on the UL.

The following figure shows an example of the online help available from the links on the user interface.

Figure 1: Administrator Ul Online Help
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ADMINISTRATOR’S COMPUTER REQUIREMENTS

The following table describes the minimum requirements for the administrator’'s computer for configuration and administration
of the UAP through a Web-based user interface (Ul).

Table 2: Requirements for the Administrator’'s Computer

Required Software or Component

Description

Serial or Ethernet Connection to the Access
Point

The computer used to configure the first access point must be connected to
the access point by a serial cable or an Ethernet cable.

Wireless Connection to the Network

After initial configuration and launch of the first access point on your new
wireless network, you can make subsequent configuration changes through
the Administration Web pages using a wireless connection to the internal
network. For wireless connection to the access point, your administration
device will need Wi-Fi capability similar to that of any wireless client:

Portable or built-in Wi-Fi client adapter that supports one or more of the IEEE
802.11 modes in which you plan to run the access point.

Wireless client software configured to associate with the UAP.

Web Browser and Operating System

Configuration and administration of the UAP is provided through a Web-based

user interface hosted on the access point. We recommend using one of the

following supported Web browsers to access the access point Administration

Web pages:

« Microsoft® Internet Explorer® version 5.5 or 6.x@g)with up-to-date patch level
for either major version) on Microsoft Windows™ XP or Microsoft Windows
2000

« Netscape Mozilla 1.7.x on Redhat® Linux® version 2.4 or later

The administration Web browser must have JavaScript™ enabled to support
the interactive features of the administration interface.

Security Settings

Ensure that security is disabled on the wireless client used to initially configure
the access point.

34CSFP6XXUAP-SWUM100-D13
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DISCOVERING A DYNAMICALLY ASSIGNED |IP ADDRESS

If you have access to the DHCP server on your network and know the MAC address of your AP, you can view the new IP
address associated with the MAC address of the AP.

If you do not have access to the DHCP server that assigned the IP address to the AP or do not know the MAC address of
the AP, you might need to use the CLI to find out what the new IP address is. For information about how to discover a
dynamically assigned IP address, see “Using the CLI to View the IP Address” on page 21.

INSTALLING THE UAP

To access the Administration Web Ul, you enter the IP address of the AP into a Web browser. You can use the default IP
address of the AP (10.90.90.91) to log on to the AP and assign a static IP address, or you can use a DHCP server on you
network to assign network information to the AP. The DHCP client on the AP is enabled by default.

To install the UAP, use the following steps:

1. Connect the AP to an administrative PC by using a LAN connection or a direct-cable connection.

e To use a LAN connection, connect one end of an Ethernet cable to the network port on the access point and the
other end to the same hub where your PC is connected, as shown in the following figure.

The hub or switch you use must permit broadcast signals from the access point to reach all other devices on the
network.

« To use a direct-cable connection, connect one end of an Ethernet straight-through or crossover cable to the network
port on the access point and the other end of the cable to the Ethernet port on the PC, as shown in the following
figure. You can also use a serial cable to connect the serial port on the AP to a serial port on the administrative
computer.

For initial configuration with a direct Ethernet connection and no DHCP server, be sure to set your PC to a static IP
address in the same subnet as the default IP address on the access point. (The default IP address for the access point
is 10.90.90.91.)

If you use this method, you will need to reconfigure the cabling for subsequent startup and deployment of the access
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7. If your network uses VLANSs, you might need to configure the management VLAN ID or untagged VLAN ID on the UAP
in order for it to work with your network.

For information about how to configure VLAN information, see “Configuring the Ethernet Settings” on page 22 (CLI) or
“Ethernet Settings” on page 37 (Web).

8. If your network uses IEEE 802.1X port security for network access control, you must configure the 802.1X supplicant
information on the AP.

For information about how to configure the 802.1X user name and password, see “Configuring IEEE 802.1X
Authentication” on page 24.

BASIC SETTINGS

From the Basic Settings page, you can view various information about the UAP, including IP and MAC address information,
and configure the administrator password for the UAP. Table 4 describes the fields and configuration options on the Basic
Settings page.

Table 4: Basic Settings Page

Field Description

IP Address Shows the IP address assigned to the AP. This field is not editable on this page because the IP
address is already assigned (either by DHCP, or statically through the Ethernet Settings page).

IPv6 Address Shows the IPv6 address assigned to the AP. This field is not editable on this page because the IP
address is already assigned (either by DHCPV6, or statically through the Ethernet Settings page).

IPv6 Link Local Shows the IPv6 Link Local address, which is the IPv6 address used by the local physical link. The

Address link local address is not configurable and is assigned by using the IPv6 Neighbor Discovery process.

MAC Address Shows the MAC address of the AP. The address shown here is the MAC address associated with
the management interface. This is the address by which the AP is known externally to other
networks.

Firmware Version Shows version information about the firmware currently installed on the AP. As new versions of the
WLAN AP firmware become available, you can upgrade the firmware on your APs.

Product Identifier Identifies the AP hardware model.
Hardware Version Identifies the AP hardware version.
Device Name Generic name to identify the type of hardware.

Device Description  Provides information about the product hardware.

Current Password Enter the current administrator password. You must correctly enter the current password before you
are able to change it.

New Password Enter a new administrator password. The characters you enter are displayed as bullet characters to
prevent others from seeing your password as you type.

The administrator password must be an alphanumeric string of up to 8 characters. Do not use
special characters or spaces.

Note: As an immediate first step in securing your wireless network, we recommend that you
change the administrator password from the default.

Confirm New Re-enter the new administrator password to confirm that you typed it as intended.
Password

Page 20 Basic Settings 34CSFP6XXUAP-SWUM100-D13
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Table 4: Basic Settings Page

Field Description

Baud Rate Select a baud rate for the serial port connection. The baud rate on the AP must match the baud rate
on the terminal or terminal emulator to connect to the AP command-line interface (CLI) by using a
serial (console) connection.

The following baud rates are available:
* 9600

« 19200

* 38400

* 57600

« 115200

System Name Enter a name for the AP. This name appears only on the Basic Settings page and is a nhame to
identify the AP to the administrator. Use up to 64 alphanumeric characters, for example My AP.

System Contact Enter the name, e-mail address, or phone number of the person to contact regarding issues related
to the AP.

System Location Enter the physical location of the AP, for example Conference Room A.

CONNECTING TO THE AP WEB INTERFACE BY USING THE IPv6 ADDRESS

To connect to the AP by using the IPv6 global address or IPv6 link local address, you must enter the AP address into your
browser in a special format.

z[él Note: The following instructions and examples work with Microsoft Internet Explorer 7 (IE7) and might not work
with other browsers.

To connect to an IPv6 global address, add square brackets around the IPv6 address. For example, if the AP global IPv6
address is 2520::230:abff:fe00:2420, type the following address into the IE7 address field: http://[2520::230:abff:fe00:2420].

To connect to the iPv6 link local address, replace the colons (:) with hyphens (-), add the interface number preceded with an
"s," then add ".ipv6-literal.net." For example, if the AP link local address is fe80::230:abff:fe00:2420, and the Windows
interface is defined as "%6," type the following address into the IE7 address field: http://fe80--230-abff-fe00-2420s6.ipv6-
literal.net.

UsING THE CLI TO VIEW THE IP ADDRESS

The DHCP client on the UAP is enabled by default. If you connect the UAP to a network with a DHCP server, the AP
automatically acquires an IP address. To manage the UAP by using the Administrator Ul, you must enter the IP address of
the access point into a Web browser.

If a DHCP server on your network assigns an IP address to the UAP, and you do not know the IP address, use the following
steps to view the IP address of the UAP:
1. Using a null-modem cable, connect a VT100/ANSI terminal or a workstation to the console (serial) port.

If you attached a PC, Apple, or UNIX workstation, start a terminal-emulation program, such as HyperTerminal or
TeraTerm.

2. Configure the terminal-emulation program to use the following settings:

34CSFP6XXUAP-SWUM100-D13 Using the CLI to View the IP Address  Page 21
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¢ Baud rate: 115200 bps

¢ Data bits: 8
« Parity: none
e Stop bit: 1

* Flow control: none
3. Press the return key, and a login prompt should appear.

The login name is admin. The default password is admin. After a successful login, the screen shows the
(Access Point Name)# prompt.

4. Atthe login prompt, enter get management.

Information similar to the following prints to the screen.

CONFIGURING THE ETHERNET SETTINGS

The default Ethernet settings, which include DHCP and VLAN information, might not work for all networks.

By default, the DHCP client on the UAP automatically broadcasts requests for network information. If you want to use a static
IP address, you must disable the DHCP client and manually configure the IP address and other network information.

The management VLAN is VLAN 1 by default. This VLAN is also the default untagged VLAN. If you already have a
management VLAN configured on your network with a different VLAN ID, you must change the VLAN ID of the management

VLAN on the access point.

For information about using the Web interface to configure the Ethernet settings, see “Ethernet Settings” on page 37. You
can also use the CLI to configure the Ethernet settings, which the following section describes.

Page 22 Configuring the Ethernet Settings 34CSFP6XXUAP-SWUM100-D13
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USING THE CLI TO CONFIGURE ETHERNET SETTINGS

Use the commands shown in the following table to view and set values for the Ethernet (wired) interface. For more
information about each setting, see the description for the field in Table 12 on page 38.

Table 5: CLI Commands for Ethernet Setting

Action

Command

Get the DNS Name

get host id

Set the DNS Name

set host id <host_name>

For example:
set host id vicky-ap

Get Current Settings for the Ethernet (Wired) Internal
Interface

get management

Set the management VLAN ID

set management vlan-id <1-4094>

View untagged VLAN information

get untagged-vian

Enable the untagged VLAN

set untagged-vlan status up

Disable the untagged VLAN

set untagged-vlan status down

Set the untagged VLAN ID

set untagged-vlan vlan-id <1-4094>

View the connection type

get management dhcp-status

Use DHCP as the connection type

set management dhcp-client status up

Use a Static IP as the connection type

set management dhcp-client status down

Set the Static IP address

set management static-ip <ip_address>
Example:
set management static-ip 10.10.12.221

Set a Subnet Mask

set management static-mask <netmask>
Example:
set management static-mask 255.255.255.0

Set the Default
Gateway

set static-ip-route gateway <ip_address>
Example:
set static-ip-route gateway 10.10.12.1

View the DNS Nameserver mode Dynamic= up
Manual=down

get host dns-via-dhcp

Set DNS Nameservers to Use Static IP Addresses
(Dynamic to Manual Mode)

set host dns-via-dhcp down
set host static-dns-1<ip_address>
set host static-dns-2 <ip_address>

Example:
set host static-dns-1 192.168.23.45

Set DNS Nameservers to Use DHCP IP Addressing
(Manual to Dynamic Mode)

set host dns-via-dhcp up

34CSFP6XXUAP-SWUM100-D13
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CONFIGURING SECURITY ON THE WIRELESS ACCESS POINT

You configure secure wireless client access by configuring security for each virtual access point (VAP) that you enable. You
can configure up to 16 VAPs per radio that simulate multiple APs in one physical access point. By default, only one VAP is
enabled. For each VAP, you can configure a unique security mode to control wireless client access.

Each radio has 16 VAPs, with VAP IDs from 0-15. By default, only VAP 0 on each radio is enabled. VAPO has the following
default settings:

« VLANID: 1
¢ Broadcast SSID: Enabled
* SSID: dlink1

e Security: None
¢ MAC Authentication Type: None
¢ Redirect Mode: None

All other VAPs are disabled by default. The default SSID for VAPs 1-15 is dlinkx where x is the VAP ID.

To prevent unauthorized access to the UAP, we recommend that you select and configure a security option other than None
for the default VAP and for each VAP that you enable.

For information about how to configure the security settings on each VAP, see “Virtual Access Point Settings” on page 46.
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Software User Manual D-Link UAP
12/10/09

Table 8: Log Relay Host

Field Description

Relay Port Specify the Port number for the syslog process on the Relay Host.
The default port is 514.

z | Note: To apply your changes, click Apply. Changing some settings might cause the AP to stop and restart system
processes. If this happens, wireless clients will temporarily lose connectivity. We recommend that you change AP
settings when WLAN traffic is low.

If you enabled the Log Relay Host, clicking Apply will activate remote logging. The AP will send its kernel messages real-
time for display to the remote log server monitor, a specified kernel log file, or other storage, depending on how you

configured the Log Relay Host.

If you disabled the Log Relay Host, clicking Apply will disable remote logging.

VIEWING TRANSMIT AND RECEIVE STATISTICS

The Transmit/Receive page provides some basic information about the current AP and a real-time display of the transmit
and receive statistics for the Ethernet interface on the AP and for the VAPs on both radio interfaces. All transmit and receive
statistics shown are totals since the AP was last started. If you reboot the AP, these figures indicate transmit and receive
totals since the reboot.

To view transmit and receive statistics for the AP, click the Transmit/Receive tab.

Figure 6: Viewing Traffic Statistics
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Table 11 describes the information provided on neighboring access points.

Table 11: Neighboring Access Points

Field Description

AP Detection To enable neighbor AP detection and collect information about neighbor APs, click Enabled.
To disable neighbor AP detection, click Disabled.

MAC Shows the MAC address of the neighboring AP.

Radio The Radio field indicates which radio detected the neighboring AP:

* wlanO (Radio One)
* wlanl (Radio Two)

Beacon Int. Shows the Beacon interval being used by this AP.

Beacon frames are transmitted by an AP at regular intervals to announce the existence of the
wireless network. The default behavior is to send a beacon frame once every 100 milliseconds (or
10 per second).

The Beacon Interval is set on the Radio tab page.(See “Modifying Radio Settings” on page 43.)

Type Indicates the type of device:

* AP indicates the neighboring device is an AP that supports the IEEE 802.11 Wireless
Networking Framework in Infrastructure Mode.

* Ad hoc indicates a neighboring station running in Ad hoc Mode. Stations set to ad hoc mode
communicate with each other directly, without the use of a traditional AP. Ad-hoc mode is an IEEE
802.11 Wireless Networking Framework also referred to as peer-to-peer mode or an
Independent Basic Service Set (IBSS).

SSID The Service Set Identifier (SSID) for the AP.

The SSID is an alphanumeric string of up to 32 characters that uniquely identifies a wireless local
area network. It is also referred to as the Network Name.

The SSID is set on the VAP tab. (See “Configuring Load Balancing” on page 62.)

Privacy Indicates whether there is any security on the neighboring device.
« Off indicates that the Security mode on the neighboring device is set to None (no security).
* On indicates that the neighboring device has some security in place.
Security is configured on the AP from the VAP page.

WPA Indicates whether WPA security is on or off for this AP.

Band This indicates the IEEE 802.11 mode being used on this AP. (For example, IEEE 802.11a, IEEE
802.11b, IEEE 802.11g.)

The number shown indicates the mode according to the following map:
¢ 2.4 indicates IEEE 802.11h, 802.11g, or 802.11n mode (or a combination of the modes)
¢ 5indicates IEEE 802.11a or 802.11n mode (or both modes)

Channel Shows the Channel on which the AP is currently broadcasting.
The channel defines the portion of the radio spectrum that the radio uses for transmitting and
receiving.
The channel is set in Radio Settings. (See “Modifying Radio Settings” on page 43.)

Rate Shows the rate (in megabits per second) at which this AP is currently transmitting.
The current rate will always be one of the rates shown in Supported Rates.

Signal Indicates the strength of the radio signal emitting from this AP. If you hover the mouse pointer over
the bars, a number appears and shows the strength in decibels (dB).

Beacons Shows the total number of beacons received from this AP since it was first discovered.

Last Beacon Shows the date and time of the last beacon received from this AP.
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Table 11: Neighboring Access Points (Cont.)

Field Description

Rates Shows supported and basic (advertised) rate sets for the neighboring AP. Rates are shown in
megabits per second (Mbps).

All Supported Rates are listed, with Basic Rates shown in bold.

Rate sets are configured on the Radio Settings page. (See “Modifying Radio Settings” on
page 43.)

VIEWING MANAGED AP DHCP INFORMATION

The UAP can learn about D-Link Unified Switches on the network through DHCP responses to its initial DHCP request. The
Managed AP DHCP page displays the DNS names or IP addresses of up to four D-Link Unified Switches that the AP learned
about from a DHCP server on your network.

For information about how to configure a DHCP server to respond to AP DHCP requests with the switch IP address
information, see the Administrator Guide for the switch.
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Section 4: Managing the Access Point

This section describes how to manage the UAP and contains the following subsections:

e Ethernet Settings

¢ Modifying Radio Settings

e Virtual Access Point Settings

¢ Configuring Load Balancing

¢ Controlling Access by MAC Authentication

¢ Configuring Load Balancing
The configuration pages for the features in this section are located under the Manage heading on the navigation tree of the

UAP Web UI.

ETHERNET SETTINGS

The default wired interface settings, which include DHCP and VLAN information, might not work for all networks.

By default, the DHCP client on the UAP automatically broadcasts requests for network information. If you want to use a static
IP address, you must disable the DHCP client and manually configure the IP address and other network information.

The management VLAN is VLAN 1 by default. This VLAN is also the default untagged VLAN. If you already have a
management VLAN configured on your network with a different VLAN ID, you must change the VLAN ID of the management
VLAN on the AP.

To configure the LAN settings, click the Ethernet Settings tab.
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You can use any of a variety of authentication methods that the IEEE 802.1X mode supports, including certificates, Kerberos,
and public key authentication. You must configure the client stations to use the same authentication method the AP uses.

Table 17: IEEE 802.1X

Field Description

Use Global RADIUS By default each VAP uses the global RADIUS settings that you define for the AP at the top of the
Server Settings VAP page. However, you can configure each VAP to use a different set of RADIUS servers.

To use the global RADIUS server settings, make sure the check box is selected.

To use a separate RADIUS server for the VAP, clear the check box and enter the RADIUS server IP
address and key in the following fields.

RADIUS IP Address  Specify the IP version that the RADIUS server uses.

Type You can toggle between the address types to configure IPv4 and IPv6 global RADIUS address
settings, but the AP contacts only the RADIUS server or servers for the address type you select in
this field.

RADIUS IP Address Enter the IPv4 or IPv6 address for the primary RADIUS server for this VAP.

RADIUS IPv6 If the IPv4 RADIUS IP Address Type option is selected in the previous field, enter the IP address of

Address the RADIUS server that all VAPs use by default, for example 192.168.10.23. If the IPv6 RADIUS IP

Address Type option is selected, enter the IPv6 address of the primary global RADIUS server, for
example 2001:0db8:1234::abcd.

RADIUS IP or IPv6 Enter up to three IPv4 and/or IPv6 addresses to use as the backup RADIUS servers for this VAP.The
Address 1-3 field label is RADIUS IP Address when the IPv4 RADIUS IP Address Type option is selected and
RADIUS IPv6 Address when the IPv6 RADIUS IP Address Type option is selected.

If authentication fails with the primary server, each configured backup server is tried in sequence.

RADIUS Key Enter the RADIUS key in the text box.

The RADIUS Key is the shared secret key for the global RADIUS server. You can use up to 63
standard alphanumeric and special characters. The key is case sensitive, and you must configure
the same key on the AP and on your RADIUS server. The text you enter will be displayed as "*"
characters to prevent others from seeing the RADIUS key as you type.

RADIUS Key 1-3 Enter the RADIUS key associated with the configured backup RADIUS servers. The server at
RADIUS IP Address-1 uses RADIUS Key-1, RADIUS IP Address-2 uses RADIUS Key-2, and so on.

Enable RADIUS Select this option to track and measure the resources a particular user has consumed such as
Accounting system time, amount of data transmitted and received, and so on.
If you enable RADIUS accounting, it is enabled for the primary RADIUS server and all backup
servers.
Broadcast Key Enter a value to set the interval at which the broadcast (group) key is refreshed for clients associated
Refresh Rate to this VAP.

The valid range is 0—86400 seconds. A value of 0 indicates that the broadcast key is not refreshed.

Session Key Refresh Enter a value to set the interval at which the AP will refresh session (unicast) keys for each client
Rate associated to the VAP.

The valid range is 0-86400 seconds. A value of 0 indicates that the broadcast key is not refreshed.

Z@I Note: After you configure the security settings, you must click Apply to apply the changes and to save the settings.
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WPA PERSONAL

WPA Personal is a Wi-Fi Alliance IEEE 802.11i standard, which includes AES-CCMP and TKIP mechanisms. The Personal
version of WPA employs a pre-shared key (instead of using IEEE 802.1X and EAP as is used in the Enterprise WPA security
mode). The PSK is used for an initial check of credentials only.

This security mode is backwards-compatible for wireless clients that support the original WPA.

Table 18: WPA Personal

Field

Description

WPA Versions

Select the types of client stations you want to support:

WPA. If all client stations on the network support the original WPA but none support the newer
WPAZ2, then select WPA.

WPAZ2. If all client stations on the network support WPA2, we suggest using WPA2 which provides
the best security per the IEEE 802.11i standard.

WPA and WPAZ2. If you have a mix of clients, some of which support WPA2 and others which
support only the original WPA, select both of the check boxes. This lets both WPA and WPA2 client
stations associate and authenticate, but uses the more robust WPA2 for clients who support it. This
WPA configuration allows more interoperability, at the expense of some security.

Cipher Suites

Select the cipher suite you want to use:
« TKIP

e CCMP (AES)

¢ TKIP and CCMP (AES)

Both TKIP and AES clients can associate with the AP. WPA clients must have one of the following
to be able to associate with the AP:

e Avalid TKIP key
¢ Avalid AES-CCMP key
Clients not configured to use a WPA Personal will not be able to associate with the AP.

Key

The Pre-shared Key is the shared secret key for WPA Personal. Enter a string of at least 8 characters
to a maximum of 63 characters. Acceptable characters include upper and lower case alphabetic
letters, the numeric digits, and special symbols such as @ and #.

Broadcast Key
Refresh Rate

Enter a value to set the interval at which the broadcast (group) key is refreshed for clients associated
to this VAP.

The valid range is 0-86400 seconds. A value of 0 indicates that the broadcast key is not refreshed.
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WPA ENTERPRISE

WPA Enterprise with RADIUS is an implementation of the Wi-Fi Alliance IEEE 802.11i standard, which includes CCMP
(AES), and TKIP mechanisms. The Enterprise mode requires the use of a RADIUS server to authenticate users.

This security mode is backwards-compatible with wireless clients that support the original WPA.

Table 19: WPA Enterprise

Field Description

WPA Versions Select the types of client stations you want to support:

« WPA. If all client stations on the network support the original WPA but none support the newer
WPAZ2, then select WPA.

< WPAZ2. If all client stations on the network support WPA2, we suggest using WPA2 which provides
the best security per the IEEE 802.11i standard.

« WPA and WPAZ2. If you have a mix of clients, some of which support WPA2 and others which
support only the original WPA, select both WPA and WPA2. This lets both WPA and WPA2 client
stations associate and authenticate, but uses the more robust WPA2 for clients who support it.
This WPA configuration allows more interoperability, at the expense of some security.

Enable If for WPA Versions you select only WPA2 or both WPA and WPA2, you can enable pre-
pre-authentication authentication for WPA2 clients.

Click Enable pre-authentication if you want WPA2 wireless clients to send pre-authentication
packet. The pre-authentication information will be relayed from the AP the client is currently using to
the target AP. Enabling this feature can help speed up authentication for roaming clients who
connect to multiple APs.

This option does not apply if you selected WPA for WPA Versions because the original WPA does
not support this feature.

Cipher Suites Select the cipher suite you want to use:
e TKIP
¢ CCMP (AES)
« TKIP and CCMP (AES)

By default both TKIP and CCMP are selected. When both TKIP and CCMP are selected, client
stations configured to use WPA with RADIUS must have one of the following:

¢ Avalid TKIP RADIUS IP address and RADIUS Key
¢ Avalid CCMP (AES) IP address and RADIUS Key

Use Global RADIUS By default each VAP uses the global RADIUS settings that you define for the AP at the top of the
Server Settings VAP page. However, you can configure each VAP to use a different set of RADIUS servers.

To use the global RADIUS server settings, make sure the check box is selected.

To use a separate RADIUS server for the VAP, clear the check box and enter the RADIUS server IP
address and key in the following fields.

RADIUS IP Address  Specify the IP version that the RADIUS server uses.

Type You can toggle between the address types to configure IPv4 and IPv6 global RADIUS address
settings, but the AP contacts only the RADIUS server or servers for the address type you select in
this field.

RADIUS IP Address Enter the IPv4 or IPv6 address for the primary RADIUS server for this VAP.

RADIUS IPv6 If the IPv4 RADIUS IP Address Type option is selected in the previous field, enter the IP address of

Address the RADIUS server that all VAPs use by default, for example 192.168.10.23. If the IPv6 RADIUS IP

Address Type option is selected, enter the IPv6 address of the primary global RADIUS server, for
example 2001:0db8:1234::abcd.
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WEP oN WDS LINKS

Table 21 describes the additional fields that appear when you select WEP as the encryption type.

Table 21: WEP on WDS Links

Field Description
Encryption WEP
WEP Select this option if you want to set WEP encryption on the WDS link.
Key Length If WEP is enabled, specify the length of the WEP key:
e 64 bits
» 128 bits
Key Type If WEP is enabled, specify the WEP key type:
e ASCII
* Hex

Characters Required Indicates the number of characters required in the WEP key.

The number of characters required updates automatically based on how you set Key Length and
Key Type.

WEP Key Enter a string of characters. If you selected ASCII, enter any combination of 0-9, a—z, and A-Z. If
you selected HEX, enter hexadecimal digits (any combination of 0-9 and a—f or A—F). These are the
RC4 encryption keys shared with the stations using the AP.

WPA/PSK oN WDS LINKS

Table 22 describes the additional fields that appear when you select WPA/PSK as the encryption type.

Z@I Note: In order to configure WPA-PSK on any WDS link, VAPO of the selected radio must be configured for WPA-
PSK or WPA-Enterprise.

Table 22: WPA/PSK on WDS Links

Field Description
Encryption WPA (PSK)
SSID Enter an appropriate name for the new WDS link you have created. This SSID should be different

from the other SSIDs used by this AP. However, it is important that the same SSID is also entered
at the other end of the WDS link. If this SSID is not the same for both APs on the WDS link, they will
not be able to communicate and exchange data.

The SSID can be any alphanumeric combination.

Key Enter a unique shared key for the WDS bridge. This unique shared key must also be entered for the
AP at the other end of the WDS link. If this key is not the same for both APs, they will not be able to
communicate and exchange data.

The WPA-PSK key is a string of at least 8 characters to a maximum of 63 characters. Acceptable
characters include upper and lower case alphabetic letters, the numeric digits, and special symbols
such as @ and #.

Z@I Note: After you configure the WDS settings, you must click Apply to apply the changes and to save the settings.
Changing some settings might cause the AP to stop and restart system processes. If this happens, wireless clients
will temporarily lose connectivity. We recommend that you change AP settings when WLAN traffic is low.
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CONTROLLING AccCESSs BY MAC AUTHENTICATION

A Media Access Control (MAC) address is a hardware address that uniquely identifies each node of a network. All IEEE 802
network devices share a common 48-bit MAC address format, usually displayed as a string of 12 hexadecimal digits
separated by colons, for example 00:DC:BA:09:87:65. Each wireless network interface card (NIC) used by a wireless
client has a unigue MAC address.

You can use the Administrator Ul on the AP or use an external RADIUS server to control access to the network through the
AP based on the MAC address of the wireless client. This feature is called MAC Authentication or MAC Filtering. To control
access, you configure a global list of MAC addresses locally on the AP or on an external RADIUS server. Then, you set a
filter to specify whether the clients with those MAC addresses are allowed or denied access to the network. When a wireless
client attempts to associate with an AP, the AP looks up the MAC address of the client in the local Stations List or on the
RADIUS server. If it is found, the global allow or deny setting is applied. If it is not found, the opposite is applied.

On the VAP page, the MAC Authentication Type setting controls whether the AP uses the station list configured locally on
the MAC Authentication page or the external RADIUS server. The Allow/Block filter setting on the MAC Authentication

page determines whether the clients in the station list (local or RADIUS) can access the network through the AP. For more
information about setting the MAC authentication type, see “Virtual Access Point Settings” on page 46.

CONFIGURING A MAC FILTER AND STATION LIST ON THE AP

The MAC Authentication page allows you to control access to UAP based on MAC addresses. Based on how you set the
filter, you can allow only client stations with a listed MAC address or deny access to the stations listed.

When you enable MAC Authentication and specify a list of approved MAC addresses, only clients with a listed MAC address
can access the network. If you specify MAC addresses to deny, all clients can access the network except for the clients on

the deny list.

To enable filtering by MAC address, click the MAC Authentication tab.

Figure 14: Configuring MAC Authentication
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CONFIGURING LOAD BALANCING

You can set network utilization thresholds on the UAP to maintain the speed and performance of the wireless network as
clients associate and disassociate with the AP. The load balancing settings apply to both radios.

To configure load balancing and set limits and behavior to be triggered by a specified utilization rate of the access point, click
the Load Balancing tab and update the fields shown in the following figure.

Enabled & Disabled

Load Balancing

Utilization for Mo New Assocations .(Percent, 0 disables)

Figure 15: Configuring Load Balancing
Table 25: Load Balancing
Field Description
Load Balancing Enable or disable load balancing:

To enable load balancing on this AP, click Enable.
To disable load balancing on this AP, click Disable.

Utilization for No New Provide the percentage of network bandwidth utilization allowed on the radio before the AP stops
Associations accepting new client associations.
The default is 0, which means that all new associations will be allowed regardless of the utilization
rate.

Z@I Note: After you configure the load balancing settings, you must click Apply to apply the changes and to save the
settings. Changing some settings might cause the AP to stop and restart system processes. If this happens,
wireless clients will temporarily lose connectivity. We recommend that you change AP settings when WLAN traffic

is low.
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Table 33: QoS Settings (Cont.)
Field Description
cwMin This parameter is input to the algorithm that determines the initial random backoff wait time

(Minimum Contention
Window)

(window) for retry of a transmission.

The value specified for Minimum Contention Window is the upper limit (in milliseconds) of a
range from which the initial random backoff wait time is determined.

The first random number generated will be a number between 0 and the number specified here.
If the first random backoff wait time expires before the data frame is sent, a retry counter is
incremented and the random backoff value (window) is doubled. Doubling will continue until the

size of the random backoff value reaches the number defined in the Maximum Contention
Window.

Valid values for cwMin are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for cwMin must
be lower than the value for cwMax.

cwMax
(Maximum Contention
Window)

The value specified for the Maximum Contention Window is the upper limit (in milliseconds) for
the doubling of the random backoff value. This doubling continues until either the data frame is
sent or the Maximum Contention Window size is reached.

Once the Maximum Contention Window size is reached, retries will continue until a maximum
number of retries allowed is reached.

Valid values for cwMax are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for cwMax
must be higher than the value for cwMin.

Max. Burst Length

The Max. Burst Length is an AP EDCA parameter and only applies to traffic flowing from the
AP to the client station.

This value specifies (in milliseconds) the maximum burst length allowed for packet bursts on
the wireless network. A packet burst is a collection of multiple frames transmitted without
header information. The decreased overhead results in higher throughput and better
performance.

Valid values for maximum burst length are 0.0 through 999.

Wi-Fi Multimedia Settings

Wi-Fi MultiMedia

Wi-Fi MultiMedia (WMM) is enabled by default. With WMM enabled, QoS prioritization and
coordination of wireless medium access is on. With WMM enabled, QoS settings on the UAP
control downstream traffic flowing from the AP to client station (AP EDCA parameters) and the
upstream traffic flowing from the station to the AP (station EDCA parameters).

Disabling WMM deactivates QoS control of station EDCA parameters on upstream traffic
flowing from the station to the AP.

With WMM disabled, you can still set some parameters on the downstream traffic flowing from
the AP to the client station (AP EDCA parameters).

To disable WMM extensions, click Disabled.
To enable WMM extensions, click Enabled.

Station EDCA Parameters

Queue

Queues are defined for different types of data transmitted from station-to-AP:

¢ Data 0 (Voice)—Highest priority queue, minimum delay. Time-sensitive data such as VoIP
and streaming media are automatically sent to this queue.

¢ Data 1 (Video)—Highest priority queue, minimum delay. Time-sensitive video data is
automatically sent to this queue.

« Data 2 (best effort)—Medium priority queue, medium throughput and delay. Most traditional
IP data is sent to this queue.

« Data 3 (Background)—Lowest priority queue, high throughput. Bulk data that requires
maximum throughput and is not time-sensitive is sent to this queue (FTP data, for example).

AIFS
(Inter-Frame Space)

The Arbitration Inter-Frame Spacing (AIFS) specifies a wait time for data frames. The wait time
is measured in slots. Valid values for AIFS are 1 through 255.
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Table 35: SNMPv3 Views
Field Description
View Name Enter a name to identify the MIB view.
View names can contain up to 32 alphanumeric characters.
Type Specifies whether to include or exclude the view subtree or family of subtrees from the MIB view.
OID Enter an OID string for the subtree to include or exclude from the view.
For example, the system subtree is specified by the OID string .1.3.6.1.2.1.1.
Mask The OID mask is 47 characters in length. The format of the OID mask is XX.XX.XX...0r XX.XX.XX... and

is 16 octets in length. Each octet is 2 hexadecimal characters separated by either . (period) or :
(colon). Only hex characters are accepted in this field. For example, OID mask FA.80 is
11111010.10000000.

A family mask is used to define a family of view subtrees. The family mask indicates which sub-
identifiers of the associated family OID string are significant to the family's definition.

A family of view subtrees allows control access to one row in a table, in a more efficient manner.

SNMPv3 Views

This field shows the MIB views on the UAP. To remove a view, select it and click Remove.

Z@I Note: After you configure the SNMPV3 Views settings, you must click Apply to apply the changes and to save the

settings.

CONFIGURING SNMPvV3 GROUPS

SNMPv3 groups allow you to combine users into groups of different authorization and access privileges.

By default, the UAP has three groups:

* RO—A read-only group with no authentication and no data encryption. No security is provided by this group. By default,
users of this group will have read access to the default all MIB view, which can be modified by the user.

« RWAuth—A read/write group using authentication, but no data encryption. Users in this group send SNMP messages
that use an MD5 key/password for authentication, but not a DES key/password for encryption. By default, users of this
group will have read and write access to default all MIB view, which can be modified by the user.

< RWPriv—A read/write group using authentication and data encryption. Users in this group use an MD5 key/password
for authentication and a DES key/password for encryption. Both the MD5 and DES key/passwords must be defined. By
default, users of this group will have read and write access to default all MIB view, which can be modified by the user.

RWPriv, RWAuth, and RO groups are defined by default.

To define additional groups, navigate to the SNMPv3 Groups page and configure the settings that Table 36 on page 79

describes.
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Figure 26: SNMPv3 Groups

Table 36: SNMPv3 Groups

Field Description

Name Specify a name to use to identify the group. The default group names are RWPriv,
RWAuth, and RO.

Group names can contain up to 32 alphanumeric characters.

Security Level Select one of the following security levels for the group:
« noAuthentication-noPrivacy—No authentication and no data encryption (no
security).

¢ Authentication-noPrivacy—Authentication, but no data encryption. With this
security level, users send SNMP messages that use an MD5 key/password for
authentication, but not a DES key/password for encryption.

¢ Authentication-Privacy—Authentication and data encryption. With this security
level, users send an MD5 key/password for authentication and a DES key/password
for encryption.

For groups that require authentication, encryption, or both, you must define the MD5 and
DES key/passwords on the SNMPv3 Users page.

Write Views Select the write access to management objects (MIBs) for the group:
¢ write-all—The group can create, alter, and delete MIBs.
* write-none—The group is not allowed to create, alter, or delete MIBS.

Read Views Select the read access to management objects (MIBs) for the group:
¢ view-all—The group is allowed to view and read all MIBs.
¢ view-none—The group cannot view or read MIBs.

SNMPv3 Groups This field shows the default groups and the groups that you have defined on the AP. To
remove a group, select the group and click Remove.

Z@I Note: After you configure the SNMPV3 Groups settings, you must click Apply to apply the changes and to save
the settings.

34CSFP6XXUAP-SWUM100-D13 Configuring SNMPv3 Groups  Page 79


















Software User Manual D-Link UAP
12/10/09

REBOOTING THE ACCESS POINT

For maintenance purposes or as a troubleshooting measure, you can reboot the UAP. To reboot the AP, click the Reboot
button on the Configuration page.

UPGRADING THE FIRMWARE

As new versions of the UAP firmware become available, you can upgrade the firmware on your devices to take advantage
of new features and enhancements. The AP uses a TFTP client for firmware upgrades. You can also use HTTP to perform
firmware upgrades.

z[él Note: When you upgrade the firmware, the access point retains the existing configuration information.

Use the following steps to upgrade the firmware on an access point by using TFTP:

1. Click the Upgrade tab in the Maintenance section of the navigation tree. This page is also accessible from Tools >
Upgrade menu on the main menu bar.

Information about the current firmware version is displayed and an option to upgrade a new firmware image is provided.
2. Make sure the Use TFTP to upload the file check box is selected.

3. Enter a name for the image file in the New Firmware Image field, including the path to the directory that contains the
image to upload.

For example, to upload the ap_upgrade.tar image located in the /share/builds/ap directory, enter /share/builds/ap/
ap_upgrade.tar in the New Firmware Image field.

The firmware upgrade file supplied must be a tar file. Do not attempt to use bin files or files of other formats for the
upgrade; these types of files will not work.

4. Enter the IP address of the TFTP server.

5. Click Upgrade.

Upon clicking Upgrade for the firmware upgrade, a popup confirmation window is displayed that describes the upgrade
process.
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Click OK to confirm the upgrade and start the process.

Z@I Note: The firmware upgrade process begins once you click Upgrade and then OK in the popup confirmation
window.

The upgrade process may take several minutes during which time the access point will be unavailable. Do not power
down the access point while the upgrade is in process. When the upgrade is complete, the access point restarts. The
AP resumes normal operation with the same configuration settings it had before the upgrade.

To verify that the firmware upgrade completed successfully, check the firmware version shown on the Upgrade tab (and
also on the Basic Settings tab). If the upgrade was successful, the updated version name or number is indicated.

Use the following steps to upgrade the firmware on an access point by using HTTP:

1.

Clear the Use TFTP to upload the file option.
When you clear the check box, the Server IP field is disabled.

If you know the path to the New Firmware Image file, enter it in the New Firmware Image field. Otherwise, click the
Browse button and locate the firmware image file.

The firmware upgrade file supplied must be a tar file. Do not attempt to use bin files or files of other formats for the
upgrade; these types of files will not work.

Click Upgrade to apply the new firmware image.

Upon clicking Upgrade for the firmware upgrade, a popup confirmation window is displayed that describes the upgrade
process.

Click OK to confirm the upgrade and start the process.

Z@I Note: The firmware upgrade process begins once you click Upgrade and then OK in the popup confirmation
window.

The upgrade process may take several minutes during which time the access point will be unavailable. Do not power
down the access point while the upgrade is in process. When the upgrade is complete, the access point restarts. The
AP resumes normal operation with the same configuration settings it had before the upgrade.

To verify that the firmware upgrade completed successfully, check the firmware version shown on the Upgrade tab (and
also on the Basic Settings tab). If the upgrade was successful, the updated version name or number is indicated.
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Figure 30: VAP QoS Parameters
Table 39: VAP QoS Parameters
Field Description

Client QoS Global Admin Mode

Enable or disable Client QoS operation on the AP.
Changing this setting will not affect the WMM settings you configure on the QoS page.

Radio Select Radio 1 or Radio 2 to specify which radio to configure.

VAP Specify the VAP that will have the Client QoS settings that you configure.
The QoS settings you configure for the selected VAP will not affect clients that access the
network through other VAPs.

QoS Mode Enable or disable QoS operation on the VAP selected in the VAP menu.

QoS must be enabled globally (from the Client QoS Global Admin Mode field) and on
the VAP (QoS Mode field) for the Client QoS settings to be applied to wireless clients.

Bandwidth Limit Down

Enter the maximum allowed transmission rate from the AP to the wireless client in bits
per second. The valid range is 04294967295 bps.

A non-zero configured value is rounded down to the nearest 64 Kbps value for use in the
AP, but to no less than 64 Kbps. A value of 0 means that the bandwidth maximum limit is
not enforced in this direction.

Bandwidth Limit Up

Enter the maximum allowed client transmission rate to the AP in bits per second. The
valid range is 0-4294967295 bps.

A non-zero configured value is rounded down to the nearest 64 Kbps value for use in the
AP, but to no less than 64 Kbps. A value of 0 means that the bandwidth maximum limit is
not enforced in this direction.
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Table 39: VAP QoS Parameters

Field Description

ACL Type Down Select the type of ACL to apply to traffic in the outbound (down) direction, which can be
one of the following:

* IPv4: The ACL examines IPv4 packets for matches to ACL rules
» IPv6: The ACL examines IPv6 packets for matches to ACL rules
* MAC: The ACL examines layer 2 frames for matches to ACL rules

ACL Name Down Select the name of the ACL applied to traffic in the outbound (down) direction.

After switching the packet or frame to the outbound interface, the ACL's rules are
checked for a match. The packet or frame is transmitted if it is permitted, and discarded
if it is denied.

ACL Type Up Select the type of ACL to apply to traffic in the inbound (up) direction, which can be one
of the following:

* IPv4: The ACL examines IPv4 packets for matches to ACL rules
* IPv6: The ACL examines IPv6 packets for matches to ACL rules
* MAC: The ACL examines layer 2 frames for matches to ACL rules

ACL Name Up Select the name of the ACL applied to traffic entering the AP in the inbound (up) direction.

When a packet or frame is received by the AP, the ACL's rules are checked for a match.
The packet or frame is processed if it is permitted, and discarded if it is denied.

DiffServ Policy Down Select the name of the DiffServ policy applied to traffic from the AP in the outbound
(down) direction.

DiffServ Policy Up Select the name of the DiffServ policy applied to traffic sent to the AP in the inbound (up)
direction.

MANAGING CLIENT Q0S ACLsS

ACLs are a collection of permit and deny conditions, called rules, that provide security by blocking unauthorized users and
allowing authorized users to access specific resources. ACLs can block any unwarranted attempts to reach network
resources.

The UAP supports IPv4 ACLs.

IPv4 ACLS

IP ACLs classify traffic for Layers 3 and 4.
Each ACL is a set of up to 28 rules applied to traffic sent from a wireless client or to be received by a wireless client. Each
rule specifies whether the contents of a given field should be used to permit or deny access to the network. Rules can be

based on various criteria and may apply to one ore more fields within a packet, such as the source or destination IP address,
the source or destination L4 port, or the protocol carried in the packet.

ACL CONFIGURATION PROCESS

Configure ACLs and rules on the Client QoS ACL page (steps 1-5), and then apply the rules to a specified VAP on the AP
QoS Parameters page (step 6).
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Use the following general steps to configure ACLS:
1. Specify a name for the ACL.
2. Select the type of ACL to add.
3. Add the ACL
4. Add new rules to the ACL.
5. Configure the match criteria for the rules.
6. Apply the ACL to one or more VAPs.
To configure an ACL, click the Client QoS ACL tab.

Figure 31: Client QoS ACL
The following table describes the fields available on the Client QoS ACL page.

Table 40: ACL Configuration
Field Description
ACL Configuration
ACL Name Enter a name to identify the ACL. The name can contain from 1-31 alphanumeric

characters. Spaces are not allowed.
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Table 41: DiffServ Class Map (Cont.)

Field

Description

EtherType

Select the EtherType field to compare the match criteria against the value in the header
of an Ethernet frame.

Select an EtherType keyword or enter an EtherType value to specify the match criteria.
Select from List Select

Select one of the following protocol types:
¢ appletalk

e arp

e ipv4

e ipv6

e ipx

* netbios

* Ppppoe

Match to Value

Enter a custom protocol identifier to which packets are matched. The value is a four-digit
hexidecimal number in the range of 0600-FFFF.

Class of Service

Select the field and enter a class of service 802.1p user priority value to be matched for
the packets. The valid range is 0-7.

Source MAC Address

Select this field and enter the source MAC address to compare against an Ethernet
frame.

Source MAC Mask

Enter the source MAC address mask specifying which bits in the destination MAC to
compare against an Ethernet frame.

Destination MAC Address

Select this field and enter the destination MAC address to compare against an Ethernet
frame.

Destination MAC Mask

Enter the destination MAC address mask specifying which bits in the destination MAC to
compare against an Ethernet frame.

VLAN ID

Select the field and enter a VLAN ID to be matched for packets. The VLAN ID range is
0-4095.

IPv4 Class Maps

Service Type

You can specify one type of service to use in matching packets to class criteria.

IP DSCP

To use IP DSCP as a match criteria, select the check box and select a DSCP value
keyword or enter a DSCP.

Select from List

Select from a list of DSCP types.
Match to Value

Enter a DSCP Value to match (0-63).

IP Precedence

Select this field to match the packet's IP Precedence value to the class criteria IP
Precedence value.

The IP Precedence range is 0-7.

IP TOS Bits

Select this field and enter a value to use the packet's Type of Service bits in the IP header
as match criteria.

The TOS bit value ranges between (00—FF). The high-order three bits represent the IP
precedence value. The high-order six bits represent the IP Differentiated Services Code
Point (DSCP) value.
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Table 42: DiffServ Policy Map

Field

Description

Mark Class of Service

Select this field to mark all packets for the associated traffic stream with the specified
class of service value in the priority field of the 802.1p header. If the packet does not
already contain this header, one is inserted. The CoS value is an integer from 0-7.

Mark IP DSCP

Select this field to mark all packets for the associated traffic stream with the IP DSCP
value you select from the list or specify.

Select from List

Select from a list of DSCP types.
Match to Value

Enter a DSCP Value to match (0-63).

Mark IP Precedence

Select this field to mark all packets for the associated traffic stream with the specified IP
Precedence value. The IP Precedence value is an integer from 0-7.

Disassociate Class Map

Select this option and click Apply to remove the class selected in the Class Map Name
menu from the policy selected in the Policy Map Name menu.

Member Classes

Lists all DiffServ classes currently defined as members of the selected policy. If no class
is associated with the policy, the field is empty.

Delete Policy Map

Select this field to delete the policy map showing in the Policy Map Name menu.

To delete a Policy Map, select the Delete Policy Map option and click Apply.

CLIENT QOS STATUS

The Client QoS Status page shows the client QoS settings that are applied to each client currently associated with the AP.

To view QoS settings for an associated client, click the Client QoS Status tab.

34CSFP6XXUAP-SWUM100-D13

Figure 34: Client QoS Status

Client QoS Status Page 101






Software User Manual D-Link UAP
12/10/09

Section 9: Clustering Multiple APs

The UAP supports AP clusters. A cluster provides a single point of administration and lets you view, deploy, configure, and
secure the wireless network as a single entity rather than a series of separate wireless devices. The configuration pages for
the features in this section are located under the Cluster heading on the navigation tree of the UAP Web UI.

MANAGING ACCESS POINTS IN THE CLUSTER

The AP cluster is a dynamic, configuration-aware group of APs in the same subnet of a network. Each cluster can have up
to 16 members. Only one cluster per wireless network is supported; however, a network subnet can have multiple clusters.
Clusters can share various configuration information, such as VAP settings and QoS queue parameters.

A cluster can be formed between two APs if the following conditions are met:

¢ The APs use the same radio mode (for example, radio 1 uses 802.11g)
« The APs are connected on the same bridged segment.

e The APs joining the cluster have the same Cluster Name.

¢ Clustering mode is enabled on both APs.

Z@I Note: For two APs to be in the same cluster, they do not need to have the same number of radios; however, the
supported capabilities of the radios should be same.

CLUSTERING SINGLE AND DuAL RADIO APS

Clusters can contain a mixture of APs with two radios and APs with a single radio. When the configuration of a single-radio
AP in the cluster changes, the AP propagates the change to the first radio of all cluster members. The configuration of the
second radio on any dual-radio APs in the cluster is not affected.

If a cluster contains only single-radio APs and a dual radio AP joins the cluster, then only radio 1 on the dual-radio AP is
configured with the cluster configuration. Radio 2 on the AP remains as it was prior to joining the cluster. However, if the
cluster already has at least one dual-radio AP, then the second radio of the AP joining the cluster is configured with the cluster
settings.

VIEWING AND CONFIGURING CLUSTER MEMBERS
The Access Points tab allows you to start or stop clustering on an AP, view the cluster members, and configure the location
and cluster name for a cluster member. From the Access Points page, you can also click the IP address of each cluster

member to navigate to configuration settings and data on an access point in the cluster.

To view information about cluster members and to configure the location and cluster of an individual member, click the
Access Points tab.
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All clustered access points are shown on the Cluster > Access Points page. To navigate to clustered access points, you
can simply click on the IP address for a specific cluster member shown in the list.

NAVIGATING TO AN AP BY USING ITS IP ADDRESS IN A URL

You can also link to the Administration Web pages of a specific access point, by entering the IP address for that access point
as a URL directly into a Web browser address bar in the following form:

http://IPAddressOfAccessPoint

where IPAddressOfAccessPoint is the address of the particular access point you want to monitor or configure.

MANAGING CLUSTER SESSIONS

The Sessions page shows information on client stations associated with access points in the cluster. Each client is identified
by its MAC address, along with the AP (location) to which it is currently connected.

To view a particular statistic for client sessions, select an item from the Display drop-down list and click Go. You can view
information about idle time, data rate, signal strength and so on; all of which are described in detail in the table below.

A session in this context is the period of time in which a user on a client device (station) with a unigue MAC address maintains
a connection with the wireless network. The session begins when the client logs on to the network, and the session ends
when the client either logs off intentionally or loses the connection for some other reason.

z‘él Note: A session is not the same as an association, which describes a client connection to a particular access point.
A client network connection can shift from one clustered AP to another within the context of the same session. A
client station can roam between APs and maintain the session.

To manage sessions associated with the cluster, click the Sessions tab under the Cluster heading.

| Manage sessions associated with the cluster

Sessions...

‘rou may sort the following table by clicking on any of the column names.

Mo sessions found

‘You may restrict the number of columns displayed by selecting a field other than “all* in the choice box above., By
seleting a specific field, the table will show only “User®, “AP Location®, *User MAC" and the selected field for each
session, Click the “Go® button to apply the new selection,

Figure 36: Session Management

Details about the session information shown is described in the following table.
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To configure and view the channel assignments for the cluster members, click the Channel Management tab.

Figure 37: Channel Management

From this page, you can view channel assignments for all APs in the cluster and stop or start automatic channel
management. By using the Advanced settings on the page, you can modify the interference reduction potential that triggers
channel re-assignment, change the schedule for automatic updates, and re-configure the channel set used for assignments.

STOPPING/STARTING AUTOMATIC CHANNEL ASSIGNMENT
By default, automatic channel assignment is disabled (off).

z@l Note: Channel Management overrides the default cluster behavior, which is to synchronize radio channels of
all APs across a cluster. When Channel Management is enabled, the radio Channel is not synced across the
cluster to other APs.

e Click Start to resume automatic channel assignment.

When automatic channel assignment is enabled, the Channel Manager periodically maps radio channels used by
clustered access points and, if necessary, re-assigns channels on clustered APs to reduce interference (with cluster
members or other APs outside the cluster).

¢ Click Stop to stop automatic channel assignment. (No channel usage maps or channel re-assignments will be made.
Only manual updates will affect the channel assignment.)

z[él Note: The proposed channel assignment will not take effect if the Channel field on the Radio page is set to
auto. The channel must be set to a static channel.
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Wireless Neighborhood...

The Wireless Neighborhood table shows all access points within range of any AP in the cluster,
Cluster members who are also "neighbors" are shown at the top of Neighbors list and identified by a
heavy bar above the Metwark Marme. The colored bars and numbers to the right of each AP in the
Meighbors list indicate signal strength for each neighboring AP, This signal strength is detected by the
cluster member whose IP address is at the top of the column.

Clustered

1
Access A
Paints A

Display Meighboring APs: O 1nocluster O Netin cluster & Both

Cluster

MNeighbors (49)

8.0.1.20 8.0.1.20
00:22:B0:3A:C6H:C0 00:22:B0:3A:C6:D0
(notset) (notset)

D-Link 1

D-Link 1

b9tcronewapSdgvil

Roam About Default
Network Name 0

Guest MNetwork

b9tcronewapSdgv2

Broadcom VAP

Broadcom VAP

Broadcom VAP

Broadcom VAP

smanders vap

Broadcom VAP

Figure 38: Wireless Neighborhood

The following table describes details about the Wireless Neighborhood information.

Table 50: Wireless Neighborhood Information

Field

Description

Display neighboring APs

Click one of the following radio buttons to change the view:

¢ In cluster—Shows only neighbor APs that are members of the cluster

¢ Not in cluster—Shows only neighbor APs that are not cluster members
¢ Both—Shows all neighbor APs (cluster members and non-members)

Cluster

The Cluster list at the top of the table shows IP addresses for all access points in the
cluster. (This is the same list of cluster members shown on the Cluster > Access
Points tab.)

If there is only one AP in the cluster, only a single IP address column will be displayed
here; indicating that the AP is clustered with itself.

You can click on an IP address to view more details on a particular AP.
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Table 50: Wireless Neighborhood Information
Field Description
Neighbors Access points which are neighbors of one or more of the clustered APs are listed in the

left column by SSID (Network Name).

An access point which is detected as a neighbor of a cluster member can also be a
cluster member itself. Neighbors who are also cluster members are always shown at
the top of the list with a heavy bar above and include a location indicator.

The colored bars to the right of each AP in the Neighbors list shows the signal strength
for each of the neighbor APs as detected by the cluster member whose IP address is
shown at the top of the column.

The color of the bar indicates the signal strength:

¢ Dark Blue Bar—A dark blue bar and a high signal strength number (for example 50)
indicates good signal strength detected from the Neighbor seen by the AP whose IP
address is listed above that column.

¢ Lighter Blue Bar—A lighter blue bar and a lower signal strength number (for
example 20 or lower) indicates medium or weak signal strength from the Neighbor
seen by the AP whose IP address is listed above that column

¢ White Bar—A white bar and the number 0 indicates that a neighboring AP that was
detected by one of the cluster members cannot be detected by the AP whose IP
address if listed above that column.

« Light Gray Bar—A light gray bar and no signal strength number indicates a
Neighbor that is detected by other cluster members but not by the AP whose IP
address is listed above that column.

¢ Dark Gray Bar—A dark gray bar and no signal strength number indicates this /s the
AP whose IP address is listed above that column (since it is not applicable to show
how well the AP can detect itself).
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7. Walk the aplfConfigName object to view the instance ID for VAP 1 (wlanOvap1l).
VAP 1 on Radio 1 is instance 3.

8. Set the value of instance 3 in the aplfConfigSsid object to Marketing.

9. Set the value of instance 3 in the aplfConfigSecurity object to wpa-personal (3).

10. Set the value of instance3 in the aplfConfigWpaPersonalKey object to JuPXkC7GvY$moQiUttp2, which is the WPA pre-
shared key.

11. Navigate to the objects in the apRadioBss > apBssTable table.
12. Walk the apBssDescr object to view the instance ID for VAP 1.
VAP 1 on Radio 1 is instance 1.
13. Set the value of instance 1 in the apBssWpaAllowed object to false (2).
14. Set the value of instance 1 in the apBssWpaCipherTkip object to false (2).
15. Set the value of instance 1 in the apBssWpaCipherCcmp object to true (1).
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Spanning Tres Mode () Enabled @ Disabled
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Local Address 00:1B:E2:16:532:40
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‘ 3 — 00:19:5b:8f:63:78 brcmwpal g |id
Encrypticn MNone (Plain-text) |» =
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3. Select WPA (PSK) from the Encryption menu.
Z@I Note: The WPA (PSK) option is available only if VAP 0 on Radio 1 uses WPA (PSK) as the security method. If

VAP 0 is not set to WPA Personal or WPA Enterprise, you must choose either None (Plain-text) or WEP for
WDS link encryption.

4. Enter wds-link in the SSID field and abcdefghijk in the Key field.
5. Click Update to apply the WDS settings to the AP.

6. Log onto MyAP2 and repeat steps 2-5 (but be sure to use the MAC address of MyAP1 in the Remote Address field.

Z@I Note: MyAP1 and MyAP2 must be set to the same IEEE 802.11 Mode and be transmitting on the same
channel.
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CLUSTERING ACCESS POINTS

This example shows how to configure a cluster with two APs and to enable automatic channel re-assigment.The location of
the local AP is Room 214, and the cluster name is MyCluster.

CLUSTERING APs BY USING THE WEB INTERFACE

1. Log onto the AP and navigate to the Cluster > Access Points page.

2. Enter the AP location and the name of the cluster for it to join.

3. Click Update.
4. Click Start Clustering to enable the clustering feature.

After you refresh the page, other APs that are on the same bridged segment, have radios in the same operating mode,
are enabled for clustering, and have the same cluster name appear in the Access Points table.

5. Go to the Channel Management page to view the channel assignments.

A table on the page displays the current channel assignments and the proposed channel assignments. The interval
setting in the Advanced section determine how often proposed changes are applied.
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CLUSTERING APs BY USING THE CLI

1. Connect to the AP by using Telnet, SSH, or a serial connection.

2. Set the AP Location.
set cluster cluster-name "Room 214"

Z@I Note: If the cluster name or cluster location has spaces, you must enclose the text in quotation marks when
you enter the text in the CLI, as the command example shows. You do not need to use quotation marks when
you enter text by using the Web UI.

3. Set the cluster name.
set cluster location MyCluster

4. Start clustering.
set cluster clustered 1

5. View information about the cluster settings on the AP.
get cluster detail

6. Start the automatic channel planner.
set channel-planner status up

7. View the settings for the automatic channel planner.
get channel-planner detail

CLUSTERING APs BY UsING SNMP

Cluster configuration by using SNMP is not supported.
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7. Click Update to save the rule.

8. Select New Rule from the Rule menu and create another rule with the following settings:

Action: Permit

Match Every: Clear the option
Protocol: IP

Address: 192.168.1.23

Wild Card Mask: 0.0.0.0

9. Click Update to save the rule.

10. Navigate to the Client QoS > VAP QoS Parameters page.

11. From the Client QoS Global Admin Mode option, select Enabled.

12. From the VAP menu, select VAP 2.
13. Select the Enabled option for QoS Mode.

14. From the ACL Type Up menu, select IPv4.

15. From the ACL Name Up menu, select acll.
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16. Click Update to update the AP with the QoS settings.

DiffServ Configuration
1. Log onto the AP and navigate to the Client QoS > Class Map page.
2. Enter class_voip in the Class Map Name field and click Add Class Map.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Class Map Name class_voip (1 - 31 alphanumeric characters)

| Add Class Map

The page refreshes and additional fields appear.

3. Select the Match Every option to indicate that all match criteria defined for the class must be satisfied in order for a packet
to be considered a match.

4. Select Protocol, and then select UDP from the Select From List field to define UDP as a match criteria.
5. Select Source IP Address and enter the following information:

¢ Address: 192.168.1.0
¢ Source IP Mask: 255.255.255.0

6. Select the Destination IP Address option and enter the following information for the VoIP server:

e Address: 192.168.2.200
* Destination IP Mask: 255.255.255.255
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Class Map Configuration

Clazs Map Name {1 - 31 alphanumeric characters)

| Add Class Maé

Match Criteria Configuration

Class Map Name class_voip [+
Match Every
Protocol &) select From List | udp v @ match to Value (0 - 255)
Source IP Address 192.168.1.0 (X.X.X.X) Source IP Mask [255.255.255.0 (6XX)
Source Port Select From List | Match to Port (0 - 65335)
Destination IP Address 1192.168.2.200 (X.%.X.X) Destination IP Mask 255.255.255.255| .(X,X.X‘X)
Destination Port Select From List | Match to Port (0- 65535)
EtherType Select From List | | Match to Value (0 - 255)
Class Of Service (0-7)

Source MAC Address Source MAC Mask

Diestination MAC Address Destionation MAC Mask |

mEE HmWEE D@ EEEEE

VLAN ID (0 - 4095)
Service Type
IP DSCP Select From List Match to Value (0-83)
IF Precedence (0-7)
IP TOS Bits (00 - FF) 1P TOS Mask (00 - FF)
Delete Class Map [}
Update

7. Click Update to save the match criteria.
8. Navigate to the Client QoS > Policy Map page.
9. To create a policy, enter pol_voip into the Policy Map Name field, and then click Add Policy Map.

The page refreshes and additional fields appear.
10. For the class_voip class map, select the IP DSCP option, and then select ef from the Select From List menu.

Traffic that meets the criteria defined in the class_voip class will be marked with a DSCP value of EF (expedited
forwarding).
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¢ Use 1.3.6.1.4.1.6132.1.1.28.10.3.1.4.1.4.97.99.108.49.1 to set the apQosAclRuleSrclpAddress to a value of
192.168.1.0.

¢ Usel1.3.6.1.4.1.6132.1.1.28.10.3.1.5.1.4.97.99.108.49.1 to set the apQosAcIRuleSrclpMask to a value of 0.0.0.255.
e Use1l3.6.1.4.1.6132.1.1.28.10.3.1.6.1.4.97.99.108.49.1 to set apQosAcIRuleSrcProtocol to a value of 80 (HTTP).
¢ Use 1.3.6.1.4.1.6132.1.1.28.10.3.1.16.1.4.97.99.108.49.1 to set apQosAclRuleCommit to a value of 1 (true), which
saves the rule.
5. Add another rule to acll that allows all traffic from the host with an IP address of 192.168.1.23.
e Use1l.3.6.1.4.1.6132.1.1.28.10.3.1.14.1.4.97.99.108.49.2 to set the apQosAclIRuleStatus of Rule 2 to active (1)

e Use 1.3.6.1.4.1.6132.1.1.28.10.3.1.4.1.4.97.99.108.49.2 to set the apQosAclRuleSrclpAddress to a value of
192.168.1.23.

e Use1l3.6.1.4.1.6132.1.1.28.10.3.1.5.1.4.97.99.108.49.2 to set the apQosAcIRuleSrclpMask to a value of 0.0.0.0.

e Use13.6.1.4.1.6132.1.1.28.10.3.1.16.1.4.97.99.108.49.2 to set apQosAclRuleCommit to a value of 1 (true), which
saves the rule.
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6. Use the apQosGlobalMode object to set the status to up (1), which enables Client QoS on the AP.

7. Walk the apVapDescription object to view the instance ID for VAP 2 (wlanOvap?2).
VAP 2 on Radio 1 is instance 5.

8. Use the apVapQosMode object to set the status of VAP 2 to up (1).

9. Use the apVapAclUp object to apply acll to VAP2 in the inbound direction (from the client to the AP).
The ACL name is the text string, and not the ASCII code.

DiffServ Configuration

1. Load the DLINK-WLAN-ACCESS-POINT-MIB module.

2. From the MIB tree, navigate to the objects in the apQos > apAcliTable.

3. Use the apQosDsClassMapStatus object to set the status of the class map named class_voip to Create and Go (4).

The OID to set is 1.3.6.1.4.1.6132.1.1.28.10.4.1.2.10.99.108.97.115.115.95.118.111.105.112, where 10 is the number
of characters, and 99.108.97.115.115.95.118.111.105.112 is class_voip in ASCII code.

4. Configure class_voip to match all UDP packets from the 192.168.1.0 network that have a destination IP address of
192.168.2.200 (the VoIP server).
¢ Set apQosDsClassMapMatchEvery to true (1).
e Set apQosDsClassMapMatchProtocol to UDP (17).
¢ Set apQosDsClassMapMatchSrclpAddress to 192.168.1.0.
¢ Set apQosDsClassMapMatchSrclpMask to 255.255.255.0.
¢ Set apQosDsClassMapMatchDestipAddress to 192.168.2.200.
« Set apQosDsClassMapMatchDestlpMask to 255.255.255.255
¢ Set apQosDsClassMapMatchCommit to true (1).

5. Create a policy map named pol_voip (which is 112.111.108.95.118.111.105.112 in ASCII) by setting the value of the OID
1.3.6.1.4.1.6132.1.1.28.10.5.1.2.8.112.111.108.95.118.111.105.112 to Create and Go (4).

6. Define the pol_voip policy map by adding the class_voip class map and specifying that packets that match the class_voip
criteria will be marked with a DSCP value of EF (expedited forwarding).

¢ Set apQosDsPolicyMapAttrStatus.8.112.111.108.95.118.111.105.112.10.99.108.97.115.115.95.118.111.105.112.1
to a value of 4 (Create and Go)

¢ Set apQosDsPolicyMapAttrMarklpDscp.8.112.111.108.95.118.111.105.112.10.99.108.97.115.115.95.118.111.105.
112.1 to 46 (which is the equivalent of ef).

7. Enable Client QoS on the AP.
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